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Bitcoin gains more and more attention in the general public and is already the most 

popular virtual currency. At the same time, the acceptance of Bitcoin as a speculative 

asset and also as a payment vehicle increases. This is an indication that we might now 

be entering an era of parallel currency systems. Therefore, one could state that the 

Bitcoin network and the central banking system could become two rival systems with 

respect to issuing payment vehicles and providing cross-border payment systems. Our 

aim is to analyse the central bank incentives for establishing a network model that 

includes hacking. With our model we are able to explain why central banks have no 

incentive to advance Bitcoin regulation at the current stage of development, as this 

would reduce the critical mass of Bitcoin users. Finally, in combination with a central 

bank loss function, we are able to calculate an optimal level of central regulation. 

 

Keywords: Bitcoin, central bank, network theory, regulation, virtual currency 

 

 

Introduction 

 

The bitcoin gains more and more attention in the general public and it has 

evolved to be the most popular virtual currency, with a market capitalization of 

3.9 billion USD
1
 in July 2015. At the same time, the acceptance of Bitcoin as a 

speculative asset and as a payment vehicle increases, reflecting the transition to 

an era of parallel currency systems. Therefore, it is quite possible that the 

Bitcoin network and the central banking system could enter a competitive 

market of issuing payment vehicles and providing cross-border payment 

options. In this context, central banks would normally not be interested in an 

advancement of the Bitcoin network and similar systems. Actually, they would 

rather have an incentive to work against the development of the Bitcoin 

network and to delay or even stop its growth. Evidence supporting this 

argument could be the lack of central bank publications on Bitcoin 

developments up till now. We concentrate on the Bitcoin, as it is the most 

popular representative of virtual currencies, albeit our scenarios and results can 

be extended to all other virtual currencies. 

Our aim is to analyze central bank behaviour not only in a standard 

network model, but in the context of a model which includes hacking. In 2014, 

Mt. Gox, BTC-e, and Bitstamp, some of the largest Bitcoin exchange systems, 

recorded several successful hacking attacks, resulting in the bankruptcy of 

Mt. Gox. Therefore, it seems to be realistic to integrate hacking into the 
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network model. According to the review of the existing literature this is a 

novelty in Bitcoin network modelling. Also, we focus on central bank 

statements concerning Bitcoin, in an attempt to shed light on the reasons why 

the central banks mostly have a negative attitude towards Bitcoin. By using a 

standard network model, extended to include the option of hacking, we are able 

to integrate a very important policy variable of central banks in our baseline 

framework: the level of Bitcoin regulation, being discussed subsequently. 

Then, we argue that to treat the level of Βitcoin regulations as a policy variable 

seems to be adequate, as most of the central banks are involved in banking 

supervision and are also responsible for financial market stability. Finally, the 

results and conclusions are presented.  

 

 

Literature Overview 

 

Besides the original paper on virtual currencies from Nakamoto (2008), 

most of the Bitcoin literature focuses on the Bitcoin technology and the nature 

of the Bitcoin, as currency or commodity. Blundell-Wignall (2014) and 

Yermack (2013) give comprehensive overviews of the Bitcoin and its effects 

on economy, law, and taxation. Iavorschi (2013) concentrates on the 

comparison of the Bitcoin with natural money and Woo et al. (2013) calculates 

a fair value of the Bitcoin-USD exchange rate. Gomez-Gonzalez/Parra-Polania 

(2014) emphasise the high volatility of the Bitcoin price and its impact on the 

Bitcoin as a speculation asset, whereas Luther/White (2014) discuss the 

possibility of the Bitcoin becoming a major currency. 

Iwamura et al. (2014) and Rogojanu/Badea (2014) draw parallels between 

the competition of virtual and national currencies based on Hayek’s theory of 

competing currencies. Additionally, Gandal/Hałaburda (2014) control the 

network effects in their model and Bornholdt/Sneppen (2014) adapt a 

dynamited model. Malovic (2014), Arias/Shin (2013), and Hanley (2014) 

relativize the Bitcoin hype and express scepticism about the probability for it to 

become a widely accepted currency. 

There are also a few survey articles from central banks (e.g. European 

Central Bank 2012, Bank of England 2014a and 2014b, Velde 2013) as well as 

from the financial institutions (e.g. European Banking Authority 2013) analysis 

about several issues associated to the use of the Bitcoin. Finally, there are also 

papers which focus on law and regulation of the Bitcoin (e.g. Plassaras 2013 or 

Global Legal Research Center 2014). 

Issues like the role of the Bitcoin for portfolio diversification (Brière et al. 

2013 and Dennis 2014), the characteristics of Bitcoin users (Wilson/Yelowitz 

2014), money laundering (Stokes 2012) and modelling of Bitcoin’ s interest 

rate dynamics (Wesner 2014) are more complicated and require a 

comprehensive analysis. So is the area of testing, evaluating and updating the 

existing network theory. For example, Frascatore/Mullen (2014) as well as 

Luther (2013) developed a model to analyse the network effect on Bitcoin 

adoption rates. 
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As far as we know, one of the novelties in our model is the focus on the 

central bank behaviour concerning Bitcoin regulation. Central banks are very 

important players, being responsible for the stability of monetary and financial 

systems. Thus, they should be taken under consideration when modelling the 

Bitcoin network. Being based on our framework, we are able to conclude that 

central banks are not interested in the advancement of Bitcoin regulation at the 

current stage of the Bitcoin network. 

A second novelty is the consideration of the possibility of hacking. In our 

opinion, hacking has to be included as it is closely connected to the Bitcoin 

network. The most famous hacking of Mt. Gox had significant influence on the 

Bitcoin price not only at that exchange (Figure 1). Even though the exchange 

rate collapse is a multidimensional phenomenon, it can be mainly explained 

from the perspective of a loss of trust in the Bitcoin network. 

 

Figure 1. Bitcoin Price Development at Mt. Gox and BTC-e 

 
Source: http://bitcoincharts.com/charts. 

 

 

Central Banks and Bitcoin 

 

The Bitcoin was first introduced in 2008, thus, it is a quite young and 

totally new phenomenon: a decentralised virtual currency that can be used as a 

payment vehicle in real life. Thus, central banks and other financial authorities 

are faced with an unknown situation, threatening their money monopoly. This 

might be one explanation for the central banks’ reserved attitude towards the 

growing Bitcoin community. A second explanation might lie in the ignorance 
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over economic effects, especially on price and financial market stability, being 

the responsibility of central banks. 

 

Risks to Price Stability 
 

The Bitcoin’s link to the real economy is already approved, as it can 

legally be used to buy and sell virtual and real goods and services. However, 

only a few major central banks have already published statements on the 

Bitcoin. The Bank of England and the ECB are two of them. Both are 

concerned that the Bitcoin would endanger general price stability. Following 

the ECB’s statement (European Central Bank 2012: 34), virtual currencies, if 

used in real-economy transactions, might affect the economy’s price levels, as 

they could modify the quantity of money and influence its velocity as well as 

the use of cash and the measurement of money aggregates.  

Bitcoin mining is money creation, which means that Bitcoin supply has a 

direct positive impact on the overall supply of payment vehicles. If the Bitcoin 

partially substitutes the national currency, the central bank has to adapt its 

money supply to the reduced money demand, thus, resulting in a decline in 

overall national money supply. 

Whether or not the Bitcoin influences the velocity of money depends on 

how fast the central bank reacts to money demand changes and how fast the 

Bitcoin is publicly accepted as a legit payment vehicle. If the use of cash 

effectively shrinks, a central bank balance sheet contraction is directly 

employed, constituting the first stage of the effect on the banking system. 

Consequently, the central bank loses part of its influence on the short term 

interest rates while the ECB even questions the functioning of the transmission 

mechanism (European Central Bank 2012). Also, the Bank of England assumes 

the extreme scenario that all day-to-day transactions are conducted in Bitcoin 

which would finally impair "the Bank’s ability to influence price-setting and 

real activity … severely" (Bank of England 2014a: 9). 

 

Risks to Financial Stability and to Payment System Stability 
 

Financial stability is mainly affected if the Bitcoin influences foreign 

exchange rates and the related expectations. Unfortunately, the share of the 

Bitcoin is very low which is why an empirical study on the forex market 

reactions is currently not feasible. The Bitcoin is a mainly non-regulated 

currency and is not controlled by any institution. Thus, the currency itself has 

to be seen as a risky asset and all those accepting Bitcoins have to be aware of 

this risk. 

In the case where the majority of users gather significant computational 

power to intervene in transactions and to re-direct Bitcoin payment flows, a 

significant danger to the stability of the payment system could emerge which 

could even lead to a system-wide fraud. 
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Model Set-Up 

 

Bitcoin Forex Market 

 

In our model the exchange rate is solely determined by speculators outside 

the network ( , ; Figure 2). The network users only use 

Bitcoin units as a payment vehicle and they do not speculate. This means that 

their buying and selling transactions correspond to each other on the forex 

market and do not change the exchange rate with the supply and demand curve 

shifting at the same level ( , ). Hacking only reduces 

demand because of a loss of trust ( ). It is also assumed that hackers 

immediately sell the looted Bitcoins, leaving the supply constant, thus, 

resulting in a lower exchange rate. Hacking can only happen in the short time 

when the users act as buyers or sellers at the exchange market or in the case 

where their private computers get hacked. Besides, speculators react to changes 

in the expected exchange rate. An increase in the level of regulation increases 

the expected exchange rate, thus, resulting in enlarged rise in demand 

( ), a decline in supply ( ) and a higher exchange rate. 

 

Figure 2. Bitcoin Forex Market 

 
 

Network Model 

 

Our network model is based on the model developed by Shy (2001: Ch. 

5.2) and the extension with hackers, proposed by Bartholomae (2013). It 

consists of three players: the network user, deciding whether he will join the 

Bitcoin network (for transaction purposes) or not, the network hacker, with the 

decision of hacking a user/exchange or not, and the central bank as a 

representative of financial authorities having the option to impose regulation to 

transactions. 
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Similar to Shy’s analysis (2001) and with respect to the heterogeneity of 

users, the potential user group is defined as a  continuum with a uniformly 

indexed preference  for the Bitcoin network and with density . 

This implies that the higher the value of , the lower the utility of the network 

for the user, being equivalent to low willingness to pay. Figure 3 visualises the 

density function and the cumulative distribution function. 

 

Figure 3. Distribution of Potential Users 

 
Source: Shy 2001: 110. 

 

The user’s expected utility, , can be written as 

 

  

 

Where  denotes the expected number of users and  

represents the price of network access
1
. The indifferent user is 

 

  or . 

 

As , we can identify a positive network effect: with a higher 

expected number of users,  increases, which means the indifferent user is 

now one with a lower willingness to pay. The overall number of users grows as 

more users join the network, even if some of those have actually lower 

willingness to pay (up to ). This seems to be logical as the more people that 

accept and use Bitcoin, the more attractive it gets. Consistent with Shy (2001) 

and Bartholomae (2013), we assume that users have perfect foresight to 

determine the expected and actual number of users: . 

Unfortunately, this is an unrealistic assumption, but it is an obligatory one for 

this model. Finally, for any  the total network size is defined as . 

                                                           
1
 In contrast to Shy (2001) and Bartholomae (2013), the price is not a result of a firm’s profit 

maximization, but is given by the cost of downloading software, a user fee of an exchange etc. 
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The next stage is to introduce the hacker’s decision with the utility : 

 

  

 

With the first term representing the individual hacking, the second term 

standing for the exchange hacking and the third term defining the fine ( ) 

a hacker has to pay if he or she gets caught. The probability of this event is 

labelled . The share of unprotected users in the Bitcoin network is . 

These users are the only ones facing the danger of being directly hacked. The 

value of the user’s data for the hacker is  (Bitcoin units ( ) priced on 

the basis of the current exchange rate ( )). If the hacker decides to hack an 

exchange, all exchange users lose the share  of the Bitcoin units they hold at 

that exchange. For reasons of simplicity, we assume that all users hold the 

same share of Bitcoins at a single exchange. 

The hacker decides to hack if (see Bartholomae 2013: 6) 

 

  

 

and if  with  

 

with  describing "the user threshold that determines the network size in order 

to generate a positive expected net value of the network for the hacker" 

(Bartholomae 2013: 6). A higher fine increases the network size necessary to 

attract hackers. The same holds for the probability of a hacker being caught, . 

All remaining variables ( , , , , ) have opposite effects. 

The user’s utility, , can be extended with hacking to 

 

 
 

With the joining decision only being taken when . The damage of being 

directly hacked is the sum of the user’s Bitcoin units priced with the current 

Bitcoin exchange rate multiplied by the share of unprotected users ( ). If 

exchanges are being hacked, the share of the Bitcoin units being held at that 

exchange rate times the current exchange rate ( ) is lost. Depending on the 

given level of Bitcoin regulation, , part or all of the value of the stolen 

Bitcoins can be retrieved. The Bitcoin units themselves cannot be replaced as 

they are individual algorithms. If the private key is lost, the respective Bitcoin 

units are irrecoverable. In this context, Bitcoin regulation includes all kinds of 

statements and rules that ensure the system’s reliability: questions on taxation, 

deposit insurance at exchanges, court rules, acceptance as equivalent currency 

etc. As a result, the financial loss that a user experiences when an exchange is 

being hacked decreases with advanced regulation ( ). Total absence of 

regulation is reflected by , whereas  means that exchanges in the 
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Bitcoin are totally regulated. The Bitcoin units which are held at private 

computers are not covered by this kind of protection for simplicity reasons. 

A user decides to join the Bitcoin network if 

  

. 

 

Solving this inequation for  yields the inverse demand function for the 

Bitcoin network: 

 

 
 

The function shows two critical points, one at  and one at 

,  with  reaching its maximum at . In the range 

 users join the network even if the network is small, meaning that 

the exchange rate effect dominates the network effect. In large networks 

( ) the network effect dominates the exchange rate effect and changes 

in inverse aggregate demand function are reflected in slope changes 

(analogously to Shy 2001: 112-13). As opposed to the specification of the 

demand function as proposed by Shy (2001), the whole function moves 

downwards because of the event of hacking. The two ranges  and 

 have to be eliminated because the inverse demand function only 

exists for positive exchange rates (Figure 4). Since a network needs at least two 

participants to exist, the starting point of the demand line is defined at . The 

range  can be interpreted as follows: these users have such a low 

willingness to pay that they will never join the network. Users with network 

preference  define the upper limit of the network size. It is argued that this 

modelling fits the Bitcoin network quite well as it seems to be unrealistic that 

everyone will join. 
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Figure 4. Inverse Aggregate Demand Function 

 
Source: Shy 2001: 112 & Own adaptation. 

 

A certain Bitcoin exchange rate  (determined at the Bitcoin forex 

market) intersects the inverse demand function at the following points: 

 

     and      

 

According to Shy (2001: 112), convergence at the lower network size, , 

is the critical mass for the network and hence an instable equilibrium. Namely, 

one user less makes the network even more instable while it could even lead to 

network failure. Naturally, one additional user makes the network more 

desirable and attracts all users with a preference for the network of . 

This means that the larger the network size solution, , the more stable the  

equilibrium. 

Realistically, it is assumed that users’ preferences extend to the range of 

, where the exchange rate effect dominates the network effect and 

the network itself is not stable at all. Here, hacking reduces the network size 

(hacking ). 

 

 

Central Bank Incentive and Optimal Policy 

 

As discussed above, the central banks and financial authorities appear to 

be interested in the Bitcoin network staying small or even failing, because the 

official systems and the Bitcoin network have conflicting interests. The 

following analysis focuses on a single central bank, even though any kind of 

Bitcoin regulation could result from a concerted action. 
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Incentive for Low Level of Bitcoin Regulation 

 

In order to identify the effect of the level of Bitcoin regulation on the 

critical mass of the network, we check the first deviation of : 

 

  

 

The critical threshold of the network size is negatively influenced by the 

level of regulation, for a given exchange rate . More precisely, a higher 

level of regulation would decrease the critical mass for the Bitcoin network and 

less regulation would increase the critical mass. If the network size stays or 

falls below , the probability for a total network collapse is high. 

The central bank has an incentive to increase the critical mass of the 

network or stop it from decreasing. This is possible by actively decreasing the 

level of regulation or at least by not advancing the regulation. For a central 

bank the best case would be to maximize , which happens with , letting 

the  Bitcoin system to stay as unregulated as possible. 

Because users take the exchange rate as given and react sensibly to official 

information like the level of regulation, the regulation effect on the critical 

mass outweighs the exchange rate effect; a lower level of regulation 

simultaneously decreases the exchange rate at the forex market via speculation, 

making a reduction in the critical mass possible. 

 

Incentive for High Level of Bitcoin Regulation 

 

Secondly, we analyse the effect of the regulation on a stable equilibrium. 

In this case, the Bitcoin network reaches a significant size and the network 

effect now outweighs the exchange rate effect. The first deviation reads as 

follows: 

 

  

 

As expected from the shape of the inverse demand curve, shown in Figure 

4, an increase in regulation would now increase . Obviously, the central bank 

is able to hold the Bitcoin network instable for a longer time by implementing 

Bitcoin regulation. The maximum effect can be reached with setting . 

The Bitcoin network would be totally regulated and controlled by supervisory 

authorities. Again, we have to take into account the users’ behaviour of 

weighting the regulation effect more than the exchange rate effect. 

 

Central Bank’s Optimal Policy 

 

We now introduce the central bank’s loss function, , to in order to be able 

to solve the optimization problem. It includes the network size ( ) multiplied 
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by the squared users’ utility and the cost of regulation minus the Bitcoin 

market capitalization multiplied by the level of regulation ( ), thus, 

capturing regulation utility. The loss function has the following form: 

 

. 

 

An increase in the users’ utility is simultaneously a utility loss for the 

central bank. The latter is larger than the gain for the users because the central 

bank loses part of its own reputation as well as the reputation of the official 

currency system. Additionally, it may lose control over important variables like 

the interest rate or the inflation rate and this is why this term is squared in the 

above function. As the central bank is involved in financial market supervision, 

it is also involved in implementing any Bitcoin regulation, a costly procedure. 

The larger the network, the more effort it takes to introduce any kind of 

regulation, to control and to monitor the exchanges. Nevertheless, Bitcoin 

regulation is also useful for the central bank as it enables the partial control of 

the Bitcoin system and its incorporation into its sphere of responsibility. This is 

why the last term reduces the central bank’s loss. At this point, we have to 

mention that we did not take into account the fact that central banks being 

involved in the Bitcoin network via regulation could also be negatively 

influenced by losing their reputation in the case of instable networks or hacking 

attacks. 

Minimizing the loss function over  gives: 

 

  

 

Solving for  we get the optimal level of regulation: 

 

, 

 

which is a function of the network size ( ). The first deviation shows us the 

direction of interdependence: 

 

  

 

As can be seen in the numerator, an explicit result can only be found, 

when splitting the -parameters at . Depending on whether  is less or 

greater than , the central bank has a different optimal policy. In the first range, 

there is an incentive for a low level of regulation, as  while in the 

second range, there is an incentive for a high level of regulation as . In 

the case where Bitcoin users maximize their utility , the optimal 
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network size is reached exactly at . The optimal level of regulation then 

takes the following form:  

 

. 

 

Under this certain condition the level of regulation is independent of the 

network size and the central bank finds itself between the extreme positions of 

total regulation or no regulation at all. In such a case, the central banks’ 

decision is driven by other mechanisms. Realistically, one presumes these to be 

the exchange rate and the Bitcoin units, combined in the market capitalization. 

A central bank decision is not a binary decision. It has to take the current 

market situation into account, which is, inter alia, reflected in the exchange 

rate. For example, an increasing exchange rate increases , thus regulation 

should be advanced. 

At a first glance, the outcomes of the model seem to be in agreement with 

what has been happening in the market during the last two years. When the 

exchange rate was very high, official institutions started thinking about Bitcoin 

regulation. Bitcoin exchange rate and Bitcoin regulation seem to be positively 

correlated. But unfortunately, this specific prediction of this model describes 

the real trends, as it is unrealistic to assume that the optimal network size can 

be reached with . The Bitcoin network is still in the beginning of its 

development while the central banks are certainly aware of the current situation 

of the Bitcoin network and its size. Therefore, they have no, or just a very low, 

incentive to impose regulation. On the other hand, it is a widely accepted fact 

that implementing any kind of regulation is not ad hoc. It needs time to discuss 

different proposals and even more time to pass a bill. Therefore, central banks 

manage to prepare regulatory laws or even implementing some soft ones, that 

do not reduce the critical mass of the network in a significant manner. 

Undoubtedly, they cannot only be observers of this kind of new development, 

but they also have to actively take part in this innovative area of the monetary 

system. Only being involved in the regulation of these systems, they might 

have the opportunity to benefit by some of the system’s advantages in their 

own, official payment and financial systems and to control the unofficial ones. 

With this explanation in mind the model’s predictions for the first range 

succeeds to describe the current situation. This is indeed a good indicator that 

our model achieves to effectively highlight the importance of hacking for the 

Bitcoin network and to describe the possible central bank incentives 

concerning the level of Bitcoin regulation. 
 

 

Conclusions 

 

Bitcoin gains more and more attention not only in the general public, but 

also in the level of central banks and other financial authorities. From the view 

of central banks, the Bitcoin with its decentralized network structure takes the 
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role of a rival, because it threatens their money monopoly and maybe also the 

stability of prices and of the financial system. As mentioned, this would imply 

that central banks may have an incentive to work against the development of 

the Bitcoin network. The various hacking incidents in the last months and the 

still relatively low regulation level contribute to the uncertainty of the Bitcoin 

network. 

 Due to the lack of comprehensive research on Bitcoin and the fact that 

many attempts to model the Bitcoin network on the basis of the existing 

network theories exist, we find it very challenging to use an adapted standard 

network model that would enable the integration of both hacking activities and 

the level of Bitcoin regulation. 

Within our baseline framework, it is possible to study the central bank’s 

incentives concerning the policy variable depending on the network size and 

also to calculate an optimal value for . Central banks view the Bitcoin and its 

network with suspicion and presume it to be a rival in important fields of their 

responsibilities. Therefore, the main and realistic prediction is the incentive of 

central banks to not regulate the Bitcoin network at all. This policy will 

continue until the network reaches a size where the exchange rate effect is no 

longer dominant ( ). The optimal level of regulation depends no longer on 

the network size but on market capitalization, under the assumption of users’ 

utility maximization. This level is located somewhere between the two extreme 

positions, as the central bank’s decision is rarely binary, but rather 

multidimensional and flexible in order to react to unexpected events. However, 

as the Bitcoin is a decentralized currency, it needs central bank coordination to 

successfully implement any regulation. 
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