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International Trading of Big Data
By Davide Borelli
The free movement of data is a prerequisite of the Digital Single Market and
represents a conditio sine qua non for European companies’ competitiveness which
would suffer, in absence of it, a drastic downsizing. Nevertheless, personal data
transfer would face considerable boundaries if a third country or an international
organisation was involved.
Keywords: data protection directive, general data protection regulation, data
trading, cross-border data transfer and big data.

Introduction
Every international transaction entails a data flow across national borders.
We witness continuous information flows within business groups between
subsidiaries established in different countries. The business network feeds on
communications between partners, often scattered all over the world. In almost
every situation, the information exchanged is able to identify an individual; for
this reason, this information could be identified as personal data.
However, misuse of personal data is likely to harm fundamental values of
human existence. Therefore, to ensure the economic, social and cultural
development, it must be ensured that economic needs do not oppress human
rights and fundamental freedoms. The balance between these disparate
elements is managed – in most cases – under national sectoral legislation, as
well as international treaties. In such a case, even the judgments of national
courts play a crucial role in terms of interpretation and application of the rules
on data protection: the balance verbo tenus needs, consequently, to be applied
to each specific case, with more and different shades, which are not easily
foreseeable ex ante.
Upstream of the balance mentioned above, the interests involved should be
precisely identified: on the one hand the data controller’s interests (which can
be private or public), on the other hand those which refer to the individual
concerned. In this regard, for example, does the protection of personal data,
which is considered as a fundamental right, exclude a priori an individual’s
economic interest to which these data relate to?
The enforcement of the rules on data protection, as well as the
determination of the judicial authority possibly responsible, is inextricably
linked to the place where data are processed. If data are processed in a specific
country, no doubt as to the applicable law may be raised. The situation,
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however, becomes more complex if the processing involves more countries,
realising, in this case, a cross-border data transfer.
Also in this case, therefore before to proceed with the evaluations on the
potentially applicable law, it must be questioned what constitutes a crossborder transfer of data.

The Cross-border Data Transfer Phenomenon
The fundamental change in the way of processing personal data is due to
the recent developments in the economic and technological environment: an
example for this situation can be the implementation’s effects of cloud storage
systems and the Internet of Things (IoT).
In the last few decades, global economic integration pace is increased in
intensity as a result of: (i) the recent developments in different fields (ranging
from technology to logistics), and (ii) the liberalisation of international trades.
The latter took place, at first, through the signing of the GATT1 and later
thanks to the foundation of the WTO2. It cannot therefore be denied that the
rise of globalization has played a key role in the transformation of the data
processing operations3.
Secondly, it must be considered the increasing economic importance of
data processing: experts predict that revenue from the sales of big data,
business analytics applications, tools, and services will increase more than 50%
(from nearly 122 billion dollars in 2015 to more than 187 billion dollars in
20194).
A further change in data processing operations is due to the current
ubiquity of data transfers over Internet. If in the past a cross border data only
occurred if there was a specific intent to internationally transfer data, nowadays
the internet architecture itself implies that a transfer between two entities
within the same country may result in a data transit through other countries,
without the awareness of the sender. This is the case, for example, of cloud
services in which ISPs’ (Internet Service Providers) are often placed in
different countries from that in which the service user resides. It should be also
considered that the most direct involvement of individuals in cross border data
transfers – due to the development of new technologies and business models
for personal data processing – is accompanied by a substantial increase of the
connected risks caused by misuse of conferred data, which expose the
fundamental right of personal data protection to more serious breaches. It will
suffice to consider the cases in which a cross border data transfer happens with
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the tacit intent to circumvent legal boundaries provided by the country where
data subject resides.
Finally, it is necessary to consider the significant transformation of the
geographic factor: while geography and territoriality are still key factors in the
application of rules on data protection, they have become less important under
an economic and technological point of view. Many enterprises, in fact,
structure and base their operations on business lines rather than geography.
This new way to operate is supported by the current technology which allows
cross-border data transfers regardless of national boundaries5.
Definitional Uncertainties
The examination of the phenomenon of cross-border transfers of personal
data is plagued by a number of definitional uncertainties. For example: could
the IP address be considered as personal data? The answer is not obvious at all,
because it will be different depending on the data protection regime
considered6. The possibility of accessible personal data over internet could
integrate an international transfer?
It is a fact that omnis definitio in iure civili periculosa est, but it is
nevertheless necessary to outline boundaries of the interpretation and
application of the considered phenomenon. The DPD7, which is highly
considered thanks to its primacy in defining a general framework on data
protection, does not provide, however, a specific definition of transfer of
personal data. In this regard, art 25, para 1 merely shows that it is possible to
transfer data already processed and to be processed in a third country where
they are sent.
The ECJ has provided a significant elucidation on the concept of data
transfer in the Bodil Lindqvist case8: it has made clear that the inclusion of
personal data in a page of a website does not constitute a proper transfer by the
EU to a third country, for the mere fact of making this information accessible,
through an internet connection, to recipients that are physically located outside
the EU. Otherwise, in fact, if an online publication of file was considered as a
transfer within the meaning of the DPD, it should be considered directed to all
those third countries in which there are the technical means to allow the access
to the web page through internet connection. As a result of that, any data
transfer would require the overall application of the DPD within a number of
States (or even within all the Countries). This, however, is certainly not the
effect desired by the legislature9.
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Legal Systems Compared
The regulation of cross-border data transfers is primarily designed to
prevent a transmission across national borders which could result into a
circumvention of the legal limits imposed by the country of origin on personal
data protection. Nevertheless, in some cases such regulation is reduced to a
mere attempt to harmonise10.
To avoid such evasive manoeuvres, the applicable law to transnational
transfers is – in most instances – that of the country where the data subject is
based. This is a clear expression of the ‘extraterritoriality’11 of rules on data
protection, in other words, data protection rules can be applied to a specific
data processing even if data are transferred across national boundaries. It is
important to highlight that, however, rules on applicable law, as well as those
relating to jurisdiction, have often blurred boundaries generating numerous
practical problems. It is common that data subjects are not placed in a position
to determine with certainty which of the applicable law applies to a given data
processing, or which the competent national authority in case of breaches is12.
The regulation of cross-border data transfers depends on different legal
and cultural traditions. It differs, therefore, depending on the country or region
of the data’s origin. For example, in some countries or regions (e.g. European
Union) rules on data protection are legally binding because the rules are
intended to protect fundamental human rights13, while in others the bedrock
have to be found in the attempt to realise the economic benefits of electronic
commerce (e.g. Asia Pacific Economic Co-operation) 14.
Traditionally among European countries there is a dual trend: on the one
hand there is the tendency to transpose in writing these kinds of rules, a
prerequisite for the application of sanctions and compensation; on the other
hand, the tendency to provide for additional procedural mechanisms for the
effective implementation of such legislation. Attitude, this confirmed by the
DPD, provides for the establishment of supervisory authorities – with
investigative and surveillance functions in the field of personal data protection
– in each member state. Nevertheless, it is about procedural mechanisms that
are not always shared by non-European legislative experiences, much less by
the Convention 108/198115. For these considerations, the risk that data transfers
to third countries could turn into an expedient designed to circumvent legal
restrictions stated by the country of origin is more than just potential, enough to
induce lawmakers to provide for stricter rules on it.
It is furthermore considered that while some regulations about crossborder data transfers have a ‘geographically-based’ approach, in certain cases
they are rather to make data exporters guarantor of the continuity on the
10
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protection of personal data transferred to other entities, without the
geographical position can have an influence on this16.
From the Convention 108/1981 to the GDPR
The DPD is an important step forward in comparison to the Convention
108/1981 which relates to the protection of personal data in transnational
transfers. The above makes, in fact, a balancing operation between the
maintenance of a minimum standard of protection and the respect of the
European principle of free movement of personal data17.
However, the need of uniformity within the Union, as well as the need to
adapt regulation which, despite recent interventions, dates back more than
twenty years ago, led to the approval of the GDPR18 repealing the DPD.
Within both DPD and GDPR there is the aim to state the free movement of
data, essential for the realization of the European Digital Single Market. In
fact, numerous provisions of the European data protection legislation are
dedicated to the data transfer and declined in different forms of transmission,
communication and diffusion. Ordinary precautions tend to tense up if those
transfers involve third countries, in order to consider the possibility that those
countries would not provide the same level of protection of personal data
recognised by the EU. Consequently, the European Commission had to make a
suitability assessment in the light of predefined indexes defined by both the
DPD and the GDPR19.
The principal aim of the European legislation on data protection is to
provide to the individuals adequate safeguards in relation to the way in which
their data are processed. This is an objective which is normally reached thanks
to the combination of the data subjects’ rights and duties of data processors
and controllers20, but it also usually faces significant difficulties when different
systems are involved in the processing operations21.
The combination of rights and obligations set by the DPD is not the simply
result of the implementation of those already stated by the Convention
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108/1981, in turn not dissimilar to the OECD Guidelines of 198022 and the UN
Guidelines of 199023. In light of the above, it can therefore be affirmed that a
high degree of consensus in relation to the content of rules on data protection
extends far beyond the Union’s member states24.
The fellow feeling and the declaration of common principles do not
determine, however, the need of uniformity on the data protection standards
required by different national laws. In fact, beyond the abstract statement of
principles, the effective application of the latter must be considered.
Consequently, the evaluation of the level of protection provided by a specific
third country must take into account not only the content of rules designed to
protect personal data, but also (rectius, especially) the overall legal system in
force in a specific third country in order to ensure their effectiveness.

The Value of Data
In relation to the economic value of data, it is usual to talk about ‘datavalue cycle’ as a sequence of phases from ‘datafication’ to decision making:
this process, evidently, is not a (linear) value chain, but a value cycle that
involves feedback loops at several phases of the value creation process (see
Figure 1)25.
Figure 1. Data Value Cycle

Source: Organisation for Economic Co-operation and Development 2015

The first phase is ‘datafication and data collection’, which refers to the
activity of data collection through the digitization of content and monitoring of
activities, including those offline (e.g. through sensors): the huge amount of
data processed constitute the so-called ‘big data’ (second phase). The latter, in
particular, can be exploited through the ‘data analytics’ (third phase): once
processed and interpreted, big data are typically useless considering that they
22
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do not offer prima facie any clear information. The information accumulated
over time converges in the ‘knowledge base’ (fourth phase): where the learning
machine is involved, the base knowledge reflects the state of the learning
system. The last phase is the ‘decision making’. The value of data is mainly
reaped at two different moments: first when data are transformed into
knowledge, and then when they are used for decision making. These decisions
lead to new and different data and, therefore, give boost to a new data value
cycle.
Data as a Capital Good
Data are neither a consumer good, nor an intermediate good. In most
cases, data can be classified as a capital good. Unlike consumer goods,
intermediate and capital goods are used as inputs to produce other goods.
Consumer goods are, instead, the end result of this production process. In
addition, as data are a non-rival capital, they can in theory be used
simultaneously by multiple users for multiple purposes as an input to produce
an unlimited number of goods and services.
Capital goods consist of any tangible assets that an organization uses to
produce goods or services. They do not exhaust their function as a result of
their use, as for intermediate goods. This does not mean that data cannot be
discarded after they have been used, given the costs of storage.
Furthermore, being a capital good does not mean that data do not
depreciate like capital goods, whose value declines «as a result of physical
deterioration, normal obsolescence or normal accidental damage». In the case
of data, depreciation is more complex because it is context dependent. A
number of factors can affect the value of data, in particular: the accuracy and
the timeliness of data.
Moreover, data can depreciate in value when they begin to lose their
relevance for a particular intended use. There is thus a temporal premium that
is motivated by the real-time supply of data.
For business data there are fully fledged economic assets26, per se freely
tradable and whose transfer is essential for the development of the international
electronic trade. Academics, indeed, consider the information, i.e. data, as an
expression of a specific economic value which allows, those who own it, to
generate profits otherwise not (or unlikely) achievable27.
Nowadays data have a central role in the global economic landscape (from
being driver of the commercial strategies to act as the main subject of business
activities) and represent, in essence, a form of capital28. But they imply, albeit
to a lesser extent, a ‘regulatory cost’29 for economic actors, as such potentially
26
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productive of drawbacks for businesses in terms of competitiveness, especially
(and a fortiori) under cross-border data transfers. Consider, for example, the
competitive advantage of European companies compared to the US ones
following the lapsing of the Safe Harbour regime30, in relation to the costs that
they would have to withstand - without a new assessment of adequacy - to
make compliant to the European rules their cross-border data transfers31.

Conclusions
The European rules on data protection, in its new formulation, consider
data protection and privacy as fundamental rights, in line with the provisions of
articles 7 and 8 of the Charter of Fundamental Rights of the EU. Albeit correct
in principle, this qualification is likely to deprive data subjects of the right to
freely negotiate with data controllers and processors. The rules on the consent,
moreover, deprive them of the possibility of ‘selling’ their data for goods or
services: nevertheless, such a sell takes place, indeed, every day, if we consider
the numerous cases in which, in order to take advantage (for example, of a free
Wi-Fi, or an app), users are forced to confer to the suppliers their personal data.
If personal data are considered as economic goods, they should be
‘bartered’ with greater freedom by data subjects, allowing them to exercise a
negotiating power so far limited by severe rules on data protection. This
happened thanks to the European rules for customers’ protection, even then it
was desirable the enactment of a regulation that could bridge the huge gap
between data subjects (data sellers) and data controllers (data purchasers).
In this way, the current legislation other than imposing strict boundaries on
companies, does not increase – as it should – the negotiating power of data
subjects, more and more affected by the dominance of data controllers and
processors.
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