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Comparative Data Science Analysis for Cybersecurity: 1 

From Statistical Analytics to Agentic AI 2 
 3 

Cybersecurity has become increasingly dependent on advanced data science 4 
methodologies to detect, analyze, and mitigate evolving cyber threats. This paper 5 
presents a comparative analysis of six major cybersecurity analytics paradigms: 6 
Statistical Analytics, Machine Learning, Deep Learning, Large Language Models 7 
(LLMs), Graph Neural Networks (GNNs), and Agentic AI. The study examines the 8 
evolution of cybersecurity analytics from traditional statistical anomaly detection 9 
techniques to modern autonomous cyber defense systems capable of reasoning, 10 
planning, and responding to threats. For each methodology, strengths, limitations, 11 
scalability, explainability, and cybersecurity applications are analyzed. Statistical 12 
Analytics provides a transparent and computationally efficient foundation for 13 
anomaly detection, but struggles to identify complex multi-stage attacks. Machine 14 
Learning improves attack classification and predictive capabilities but is 15 
constrained by limited labeled data, model drift, and scalability challenges. Deep 16 
Learning enables automatic feature extraction and achieves state-of-the-art 17 
performance in intrusion detection and malware analysis, although explainability 18 
remains a significant concern. Large Language Models introduce natural language 19 
reasoning capabilities that support threat intelligence analysis, vulnerability 20 
assessment, incident reporting, and Security Operations Center (SOC) assistance. 21 
Graph Neural Networks enhance cybersecurity by modeling relationships among 22 
users, devices, applications, and attack paths, enabling improved detection of 23 
lateral movement and advanced persistent threats. Agentic AI extends these 24 
capabilities through autonomous reasoning, planning, tool usage, and incident 25 
response. The paper further explores emerging research directions, including 26 
GNN–LLM fusion, Graph-Enhanced Multi-Agent Cyber Defense, Autonomous 27 
Malware Analysis, and Agentic AI Security Operations Centers. The results suggest 28 
that future cybersecurity systems will increasingly integrate graph intelligence, 29 
language reasoning, and autonomous agents to create resilient, adaptive, and self-30 
improving cyber defense ecosystems. 31 
 32 
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 38 
 39 
Introduction 40 
 41 

Cybersecurity has become one of the most critical challenges facing modern 42 
organizations due to the rapid growth of cloud computing, IoT devices, artificial 43 
intelligence, and interconnected digital infrastructures. As cyber threats continue to 44 
increase in scale and sophistication, traditional security approaches are no longer 45 
sufficient to analyze the massive volumes of security data generated daily [1], [2]. 46 

Over the past four decades, cybersecurity analytics have evolved from Statistical 47 
Analytics and Machine Learning to more advanced approaches such as Deep 48 
Learning, Large Language Models (LLMs), Graph Neural Networks (GNNs), and 49 
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Agentic AI [3]–[7]. Each generation has introduced new capabilities for threat 1 
detection, pattern recognition, contextual reasoning, relationship modeling, and 2 
automated decision-making. 3 

LLMs have enhanced cybersecurity through natural language understanding and 4 
threat intelligence analysis [15]–[17], while GNNs have enabled relationship-aware 5 
detection of complex attacks by modeling interactions among users, devices, 6 
applications, and threat actors [12]–[14]. More recently, Agentic AI has introduced 7 
autonomous reasoning, planning, memory, and tool utilization capabilities that 8 
support advanced threat hunting, incident response, and Security Operations Center 9 
(SOC) automation [22]–[24]. 10 

This paper presents a comparative analysis of these major data science 11 
methodologies, examining their strengths, limitations, explainability, scalability, and 12 
autonomy. The study also explores emerging research directions, including GNN–13 
LLM fusion, secure Agentic AI, autonomous SOCs, and self-healing cyber defense 14 
systems that may shape the next generation of intelligent cybersecurity solutions [18]–15 
[24]. 16 

The results demonstrate that no single technology is sufficient for all 17 
cybersecurity challenges. Instead, future cyber defense systems will increasingly rely 18 
on the integration of Deep Learning, GNNs, LLMs, and Agentic AI to create more 19 
adaptive, explainable, and autonomous cybersecurity ecosystems capable of 20 
defending against increasingly sophisticated threats [6]–[24].  This research paper also 21 
addresses the following questions: How have cybersecurity analytics evolved from 22 
Statistical Analytics to Agentic AI? What strengths and limitations characterize each 23 
methodology? Which technologies are most likely to enable autonomous cyber 24 
defense?  This paper presents a unified framework for understanding the evolution of 25 
cybersecurity analytics from traditional statistical methods to autonomous AI-driven 26 
defense systems. By examining Statistical Analytics, Machine Learning, Deep 27 
Learning, Large Language Models, Graph Neural Networks, and Agentic AI within 28 
a single comparative perspective, the study highlights their complementary strengths, 29 
limitations, and roles in advancing intelligent, scalable, and autonomous cyber 30 
defense. The framework also identifies key research directions that are shaping the 31 
next generation of cybersecurity ecosystems. 32 
 33 
Evolution of Data Science for Cybersecurity 34 
 35 

The evolution of cybersecurity analytics closely mirrors the broader development 36 
of data science and artificial intelligence. As cyber threats have become increasingly 37 
sophisticated, cybersecurity researchers and practitioners have adopted progressively 38 
more advanced analytical techniques to detect, analyze, and respond to malicious 39 
activities. This evolution can be broadly categorized into six major eras: Statistical 40 
Analytics, Machine Learning, Deep Learning, Large Language Models (LLMs), 41 
Graph Neural Networks (GNNs), and Agentic AI. Each generation has addressed the 42 
limitations of previous approaches while introducing new capabilities for cyber 43 
defense. Figure 1 and Table II-1 summarize the progression of these methodologies 44 
and their corresponding cybersecurity applications. 45 
 46 
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Figure 1. Evolution of Data Science Methodologies for Cybersecurity 1 

 2 
 3 
Statistical Analytics Era (1970s–2000s) 4 
 5 

Statistical Analytics represents the earliest generation of cybersecurity 6 
intelligence systems. Early Intrusion Detection Systems (IDSs) relied on statistical 7 
profiling, threshold monitoring, Bayesian inference, and anomaly detection 8 
techniques to identify suspicious activities within computer systems and networks [1], 9 
[2]. During this period, cybersecurity monitoring focused on identifying deviations 10 
from established baselines. Examples included unusual login patterns, excessive 11 
failed authentication attempts, abnormal network traffic volumes, and unexpected 12 
system resource utilization. While statistical approaches were computationally 13 
efficient and relatively interpretable, they often suffered from high false-positive rates 14 
and limited adaptability to rapidly evolving attack techniques. Nevertheless, they 15 
established the foundational principles that continue to influence modern 16 
cybersecurity analytics [1], [2]. 17 

 18 
Table II-1. Evolution of Data Science Methodologies for Cybersecurity 19 

Era Approximate 
Period 

Primary 
Technologies 

Cybersecurity 
Applications 

Statistical 
Analytics 1970s–2000s Thresholds, 

Bayesian Models 
IDS, Anomaly 

Detection 

Machine 
Learning 2000–2015 SVM, RF, KNN Malware Detection, 

IDS 

Deep Learning 2012–Present CNN, LSTM, 
Autoencoders 

DL-IDS, Traffic 
Analysis 

Graph Neural 
Networks 2018–Present GCN, GraphSAGE APT Detection, Lateral 

Movement 

Large Language 
Models 2022–Present GPT, Claude, 

Gemini, Llama 
Threat Intelligence, 

SOC Copilots 

Agentic AI 2024–Present Autonomous 
Agents 

Threat Hunting, 
Autonomous SOCs 

 20 
  21 
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Table II-2. Statistical Analytics: Summary of Contributions and Limitations 1 

Aspect Summary 

Key 
Contributi

ons 

Threshold-based intrusion detection; Statistical anomaly detection; 
Bayesian security models; Rule-based monitoring systems 

Major 
Limitation

s 

High false-positive rates; Limited adaptability; Difficulty detecting novel 
attacks; Dependence on manually defined rules 

 2 
Machine Learning Era (2000–2015) 3 
 4 

As cyber threats increased in complexity, researchers began applying Machine 5 
Learning algorithms to cybersecurity problems. Machine learning-enabled systems to 6 
learn patterns directly from historical data rather than relying exclusively on manually 7 
defined rules [3]–[5]. Popular algorithms included Support Vector Machines (SVMs) 8 
[3], Random Forests (RFs) [4], K-Nearest Neighbors (KNNs) [5], Decision Trees, 9 
and Naïve Bayes classifiers.  These approaches significantly improved malware 10 
detection, intrusion detection, spam filtering, phishing detection, and behavioral 11 
analytics. Machine Learning models demonstrated greater adaptability than 12 
traditional statistical methods by identifying nonlinear relationships and automatically 13 
adjusting to changing threat landscapes. However, they typically required extensive 14 
feature engineering and large volumes of labeled training data. 15 
 16 
Table II-3. Machine Learning: Summary of Contributions and Limitations 17 

Aspect Summary 
Key Contributions -Automated pattern recognition 

-Improved malware detection 
-Enhanced intrusion detection accuracy 
-Reduced dependence on manually crafted 
rules 

Major Limitations -Feature engineering requirements 
-Dependence on labeled datasets 
-Model drift 
-Limited contextual understanding 

 18 
  19 
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Deep Learning Era (2012–Present) 1 
 2 

The resurgence of neural networks and advances in computational power led to 3 
the widespread adoption of Deep Learning for cybersecurity applications [6], [7]. 4 
Unlike traditional Machine Learning approaches, Deep Learning systems 5 
automatically learn hierarchical feature representations from raw data. This capability 6 
substantially reduced the need for manual feature engineering while improving 7 
detection performance. Prominent Deep Learning architectures include 8 
Convolutional Neural Networks (CNNs), Long Short-Term Memory Networks 9 
(LSTMs), Recurrent Neural Networks (RNNs), and Autoencoders. Deep Learning 10 
models achieved remarkable success in intrusion detection, malware classification, 11 
anomaly detection, phishing detection, and network traffic analysis [11]. Research 12 
using benchmark datasets such as NSL-KDD and CICIDS2017 demonstrated 13 
significant improvements in detection accuracy and false-positive reduction 14 
compared to traditional Machine Learning techniques [9]–[11]. 15 

 16 
Table II-4. Deep Learning: Summary of Contributions and Limitations 17 

Aspect Summary 

Key 
Contributio

ns 

Automatic feature extraction; Improved detection accuracy; Complex pattern 
recognition; Large-scale cybersecurity analytics 

Major 
Limitations 

Computational complexity; Explainability challenges; Large data requirements; 
Training cost 

 18 
Graph Neural Network Era (2018–Present) 19 
 20 

Cybersecurity environments naturally consist of interconnected entities, 21 
including users, devices, servers, applications, domains, and threat actors. Traditional 22 
Machine Learning and Deep Learning approaches often struggle to model these 23 
relationships explicitly. Graph Neural Networks (GNNs) emerged as a powerful 24 
solution by enabling AI systems to learn directly from graph structures [12], [13]. 25 
Applications include Advanced Persistent Threat (APT) detection, attack-path 26 
analysis, insider threat detection, threat intelligence correlation, and lateral movement 27 
detection.  By capturing relationships among entities, GNNs provide a more realistic 28 
representation of cyber environments and enable the detection of sophisticated multi-29 
stage attacks [14]. 30 
  31 
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Table II-5. Graph Neural Networks (GNNs): Summary of Contributions and 1 
Limitations 2 

Aspect Summary 

Key 
Contributi

ons 

Relationship-aware threat detection; Attack-path modeling, Graph-based 
intelligence fusion; Improved lateral movement detection 

Major 
Limitatio

ns 

Scalability challenges; Dynamic graph complexity; Explainability 
concerns; High computational requirements 

 3 
Large Language Model Era (2022–Present) 4 
 5 

The introduction of Transformer architectures and the subsequent development 6 
of Large Language Models (LLMs) fundamentally transformed cybersecurity 7 
analytics [15]. Models such as GPT [16], Claude [18], Gemini [25], and Llama [19] 8 
introduced capabilities previously unavailable in cybersecurity systems, including 9 
Natural language understanding, Threat intelligence summarization, vulnerability 10 
explanation, Security Operations Center (SOC) assistance, and Malware analysis 11 
support.  Unlike previous generations that focused primarily on structured numerical 12 
data, LLMs excel at analyzing unstructured cybersecurity information such as reports, 13 
advisories, tickets, emails, and documentation [16], [17]. Their ability to understand 14 
context and generate human-readable explanations has significantly improved analyst 15 
productivity and decision support capabilities. 16 
 17 
Table II-6. Large Language Models (LLMs): Summary of Contributions and 18 
Limitations 19 

Aspect Summary 

Key 
Contributi

ons 

Natural language reasoning; Threat intelligence analysis; 
Security report generation; Human–AI interaction 

Major 
Limitation

s 

Hallucinations; Prompt injection attacks; Privacy concerns; 
Knowledge reliability issues 
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Agentic AI Era (2024–Present) 1 
 2 

The most recent evolution involves Agentic AI systems that extend LLM 3 
capabilities through reasoning, planning, memory, tool usage, and autonomous 4 
decision-making [22]. Unlike traditional AI systems that merely generate outputs, 5 
Agentic AI systems can perform multi-step cybersecurity tasks, including threat 6 
hunting, malware investigation, incident response, vulnerability assessment, and 7 
security automation. These systems increasingly serve as autonomous cybersecurity 8 
assistants capable of coordinating investigations and interacting with external tools 9 
and knowledge sources [22], [23].  Agentic AI represents a significant step toward 10 
Autonomous Security Operations Centers and self-healing cyber defense ecosystems. 11 
 12 
Table II-7. Agentic AI: Summary of Contributions and Limitations 13 

Aspect Summary 

Key 
Contributio

ns 

Autonomous decision-making; Multi-step reasoning; Tool 
integration; Security workflow automation 

Major 
Limitations 

Security vulnerabilities; Hallucinated actions; Memory 
poisoning risks; Governance challenges 

 14 
 15 
Statistical Analytics and Machine Learning Approaches 16 
 17 
Introduction 18 
 19 

Before the emergence of Deep Learning, Large Language Models (LLMs), and 20 
Agentic AI, cybersecurity primarily relied on Statistical Analytics and traditional 21 
Machine Learning techniques for threat detection and intrusion analysis. Statistical 22 
methods identified anomalies through mathematical models and threshold-based 23 
monitoring, while Machine Learning enabled automated pattern recognition and 24 
classification [1]–[5]. Despite advances in AI, these approaches remain widely used 25 
because of their interpretability, efficiency, and relatively low computational 26 
requirements. 27 
 28 
Statistical Analytics in Cybersecurity 29 
 30 

Statistical Analytics represents the earliest generation of cybersecurity intelligence 31 
systems. Denning’s Intrusion Detection Model introduced the concept of detecting 32 
suspicious behavior by comparing current activities against expected statistical 33 
profiles [1]. Early systems monitored login activity, network traffic, file access, and 34 
authentication failures to identify anomalies that might indicate malicious behavior. 35 
These approaches offered simplicity, low computational overhead, and high 36 
interpretability. However, they often suffered from high false-positive rates, limited 37 
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adaptability, and difficulty detecting sophisticated attacks, making them less effective 1 
against modern cyber threats [2]. 2 
 3 
Transition from Statistical Analytics to Machine Learning 4 
 5 

As attack techniques became more sophisticated, cybersecurity researchers 6 
recognized that manually defined statistical rules could not adequately capture the 7 
complex patterns of these attacks. Machine Learning emerged as a solution by 8 
enabling systems to learn patterns directly from data rather than relying exclusively 9 
on predefined rules. Machine Learning algorithms can identify nonlinear relationships 10 
among variables, improve detection accuracy, and adapt to changing threat 11 
environments. This transition marked a significant evolution in cybersecurity 12 
analytics, laying the foundation for modern intelligent defense systems [3]. 13 
 14 
Support Vector Machines (SVM) 15 
 16 

Support Vector Machines (SVMs), introduced by Cortes and Vapnik, are widely 17 
used in cybersecurity for intrusion detection, malware classification, phishing 18 
detection, and user behavior analytics [3]. SVMs classify data by identifying an 19 
optimal decision boundary between classes, such as benign and malicious activities. 20 
Their strong performance in high-dimensional datasets makes them particularly 21 
effective for cybersecurity applications. However, SVMs can be computationally 22 
expensive, require careful parameter tuning, and may struggle to scale in large and 23 
complex cyber environments. 24 
 25 
Random Forests (RF) 26 
 27 

Random Forests, introduced by Breiman, are ensemble learning methods that 28 
combine multiple decision trees to improve classification performance and reduce 29 
overfitting [4].  Each decision tree independently evaluates cybersecurity features, and 30 
the final classification is determined through majority voting among all trees. Random 31 
Forests have become particularly popular in cybersecurity due to their ability to handle 32 
large numbers of features and their relatively strong interpretability. Random Forests 33 
are commonly used for intrusion detection, malware classification, threat intelligence 34 
analysis, behavioral analytics, and risk assessment. The advantages of Random 35 
Forests are high classification accuracy, robustness against overfitting, the ability to 36 
handle heterogeneous data, and feature importance analysis. Because Random Forests 37 
provide insight into which features contribute most significantly to classification 38 
decisions, they offer greater explainability than many Deep Learning approaches. The 39 
limitations of Random Forests include large memory requirements, reduced 40 
performance on extremely large datasets, and limited ability to model sequential 41 
behaviors. Despite these limitations, Random Forests remain among the most widely 42 
deployed Machine Learning techniques in operational cybersecurity environments. 43 
  44 
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K-Nearest Neighbors (KNN) 1 
 2 

K-Nearest Neighbors (KNN), proposed by Cover and Hart, is one of the simplest 3 
yet most effective Machine Learning algorithms [5]. KNN classifies new observations 4 
based on the labels of their nearest neighboring examples within a feature space. The 5 
underlying assumption is that similar observations tend to belong to the same class. 6 
In cybersecurity, KNN can identify malicious activities by comparing current 7 
behavior with previously observed attack patterns. Some of the Cybersecurity 8 
Applications of KNN are anomaly detection, intrusion detection, malware 9 
classification, and user behavior analytics. Advantages of the KNN simple 10 
implementation are no explicit training phase, effective for small and medium-sized 11 
datasets, intuitive decision-making process. Limitations of KNN are computationally 12 
expensive during prediction, sensitive to noisy data, and performance degradation in 13 
large-scale environments. Because KNN requires comparisons with all stored 14 
observations, scalability becomes a major challenge in modern enterprise 15 
cybersecurity systems. 16 
 17 
Comparative Analysis of Traditional Machine Learning Approaches 18 
 19 

Table III-1 summarizes the characteristics of Statistical Analytics, SVM, 20 
Random Forests, and KNN. 21 
 22 
Table III-1. Comparison of Statistical Analytics and Traditional Machine Learning 23 
Methods 24 

Method Strengths Limitations 
Typical 

Cybersecurity 
Applications 

Statistical 
Analytics 

Simple, interpretable, 
efficient High false positives IDS, anomaly 

detection 

SVM High accuracy, 
strong generalization 

Scalability 
challenges 

Malware detection, 
IDS 

Random 
Forests 

Robust, explainable, 
accurate 

Memory 
requirements Threat classification 

KNN Simple, intuitive Slow prediction, 
scalability issues Behavioral analytics 

 25 
Scalability Challenges 26 
 27 

One of the most significant limitations of traditional Machine Learning approaches 28 
involves scalability. Modern organizations generate millions of network flows per day, 29 
billions of log entries, and thousands of daily security alerts. Algorithms such as KNN 30 
and SVM often struggle to process these volumes efficiently. Random Forests offer 31 
improved scalability but still face limitations when confronted with continuously 32 
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evolving cyber environments. These challenges motivated the development of Deep 1 
Learning approaches capable of automatically learning complex feature 2 
representations and handling significantly larger datasets. 3 
 4 
 5 
Deep Learning for Cybersecurity 6 
 7 
Introduction 8 
 9 

The increasing sophistication of cyber threats and the exponential growth of 10 
cybersecurity data have exposed limitations in traditional Machine Learning 11 
approaches. While algorithms such as Support Vector Machines (SVMs), Random 12 
Forests (RFs), and K-Nearest Neighbors (KNNs) significantly improved threat 13 
detection capabilities, they often required extensive feature engineering and struggled 14 
to capture complex nonlinear relationships within large-scale cybersecurity datasets 15 
[6], [7]. Deep Learning emerged as a transformative approach capable of 16 
automatically learning hierarchical feature representations directly from raw data. 17 
Advances in computational power, graphics processing units (GPUs), and large-scale 18 
datasets enabled deep neural networks to achieve remarkable success across multiple 19 
cybersecurity applications, including intrusion detection, malware classification, 20 
phishing detection, anomaly detection, and behavioral analytics [11]. Unlike 21 
traditional Machine Learning methods that rely heavily on manually crafted features, 22 
Deep Learning architectures automatically identify meaningful patterns from large 23 
datasets. This capability has made Deep Learning one of the most widely adopted 24 
technologies in modern cybersecurity research and operational security systems. 25 
 26 
Evolution of Deep Learning in Cybersecurity 27 
 28 

The resurgence of Neural Networks around 2012 marked the beginning of 29 
widespread Deep Learning adoption across numerous domains. Cybersecurity 30 
researchers quickly recognized the potential of Deep Learning for detecting 31 
sophisticated attacks hidden within massive volumes of network traffic and system logs. 32 
The evolution of Deep Learning in cybersecurity can be divided into three phases: 33 

 34 
Phase 1: Basic Neural Network Adoption (2012–2015). Early applications 35 
focused on malware classification, spam detection, Intrusion detection, and 36 
behavioral analytics.  37 
Phase 2: Specialized Deep Learning Architectures (2015–2020). Researchers 38 
began adopting Convolutional Neural Networks (CNNs), Long Short-Term 39 
Memory Networks (LSTMs), Autoencoders, and Recurrent Neural Networks 40 
(RNNs). These architectures significantly improved detection performance across 41 
multiple cybersecurity tasks. 42 
Phase 3: Deep Learning-Based Intrusion Detection Systems (2020–Present). 43 
Recent research has focused on developing Deep Learning-Based Intrusion 44 
Detection Systems (DL-IDSs) capable of analyzing large-scale network traffic in 45 
real time while detecting increasingly sophisticated cyber threats [11]. 46 
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Convolutional Neural Networks (CNNs) 1 
 2 

Convolutional Neural Networks (CNNs) are among the most successful Deep 3 
Learning architectures for cybersecurity applications. Originally developed for image 4 
recognition, CNNs have proven highly effective for analyzing structured 5 
cybersecurity data. CNNs utilize convolutional layers to automatically extract features 6 
from input data. This capability eliminates the need for extensive manual feature 7 
engineering and allows the model to learn relevant characteristics directly from 8 
network traffic, malware binaries, and system logs. Cybersecurity Applications of 9 
CNNs have been applied to malware detection, network intrusion detection, phishing 10 
detection, network traffic classification, and botnet detection.  For example, malware 11 
binaries can be transformed into grayscale images and analyzed using CNN 12 
architectures. Research has demonstrated that CNNs can successfully identify 13 
malware families and variants by recognizing structural patterns within binary code.  14 
The advantages of CNNs are automatic feature extraction, high classification 15 
accuracy, effective pattern recognition, and reduced dependence on manual feature 16 
engineering. The limitations of CNNs include the need for large training datasets, 17 
High computational cost, Limited temporal analysis capabilities, and explainability 18 
challenges.  Despite these limitations, CNNs remain among the most widely used 19 
Deep Learning architectures in cybersecurity. 20 
 21 
Long Short-Term Memory Networks (LSTMs) 22 
 23 

Many cybersecurity events occur in sequences over time. Traditional neural 24 
networks often struggle to capture long-term dependencies within sequential data. 25 
Long Short-Term Memory (LSTM) networks address this limitation through 26 
specialized memory mechanisms. LSTMs are particularly effective for analyzing 27 
network traffic flows, authentication sequences, user behavior patterns, attack 28 
progression events, and security logs. Because cyberattacks often unfold across 29 
multiple stages, LSTMs are well-suited for detecting complex attack chains. 30 
Cybersecurity applications of LSTMs are commonly used for intrusion detection, 31 
Advanced Persistent Threat (APT) detection, insider threat detection, user behavior 32 
analytics, and network anomaly detection. For example, an attacker may initially 33 
compromise a workstation, move laterally through the network, escalate privileges, 34 
and eventually access sensitive resources. LSTMs can model these temporal 35 
dependencies and identify suspicious attack sequences. 36 
 37 
Table IV-1. Long Short-Term Memory Networks (LSTMs): Advantages and 38 
Limitations in Cybersecurity 39 

Aspect Summary 

Advantages 
of LSTMs 

Temporal pattern recognition; Sequential attack analysis; Long-term 
dependency modeling; Improved behavioral analytics 

Limitations 
of LSTMs 

Computational complexity; Long training times; Difficulty explaining 
predictions; Dependence on large datasets 
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Autoencoders for Anomaly Detection 1 
 2 

Autoencoders represent another important class of Deep Learning models used 3 
extensively in cybersecurity. Unlike CNNs and LSTMs, autoencoders are typically 4 
trained using unsupervised learning techniques. An Autoencoder consists of two 5 
primary components encoder and the decoder. The encoder compresses input data 6 
into a lower-dimensional representation, while the decoder reconstructs the original 7 
input.  When trained on normal behavior, autoencoders learn efficient representations 8 
of legitimate activities. Abnormal or malicious activities typically produce higher 9 
reconstruction errors, enabling anomaly detection. Cybersecurity applications of 10 
autoencoders are widely used for zero-day [8] attack detection, network anomaly 11 
detection, insider threat detection, fraud detection, and behavioral analytics. Because 12 
autoencoders do not require labeled attack data, they are particularly useful for 13 
identifying previously unseen threats. 14 
 15 
Table IV-2. Autoencoders: Advantages and Limitations in Cybersecurity 16 

Aspect Summary 

Advantages of 
Autoencoders 

Unsupervised learning; Effective anomaly detection; Reduced 
dependence on labeled data Zero-day threat identification 

Limitations of 
Autoencoders 

False positives; Reconstruction sensitivity; Explainability 
challenges; Model tuning complexity 

 17 
Deep Learning-Based Intrusion Detection Systems (DL-IDS) 18 
 19 

Deep Learning-Based Intrusion Detection Systems (DL-IDSs) represent one of 20 
the most active areas of cybersecurity research. These systems integrate Deep 21 
Learning architectures with traditional IDS frameworks to improve detection 22 
performance. Recent surveys have demonstrated that DL-IDSs frequently outperform 23 
traditional Machine Learning approaches in terms of detection accuracy, precision, 24 
recall, and false-positive reduction.  Xu et al. [11] conducted a comprehensive survey 25 
of Deep Learning-Based Intrusion Detection Systems and reported substantial 26 
performance improvements across multiple benchmark datasets [11]. DL-IDS 27 
architectures commonly combine CNNs, LSTMs, autoencoders, and Hybrid Deep 28 
Learning models to improve overall detection effectiveness. The key benefits of DL-29 
IDS are automatic feature extraction, improved scalability, enhanced detection 30 
accuracy, and better detection of complex attacks. Some of the challenges are 31 
computational requirements, explainability limitations, data quality dependence, and 32 
model drift.  33 
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Table IV-3. Deep Learning: Strengths and Limitations in Cybersecurity 1 

Aspect Summary 

Strengths of 
Deep 
Learning 

Automatic feature extraction; High detection accuracy; Complex 
pattern recognition; Scalability for large datasets; Improved threat 
detection performance 

Limitations 
of Deep 
Learning 

Large training data requirements; Computational expense; 
Explainability challenges; Model drift; Difficulty interpreting 
decisions 

 2 
Despite these challenges, Deep Learning remains one of the most effective 3 

technologies for cybersecurity analytics. 4 
 5 
Summary 6 
 7 

Deep Learning transformed cybersecurity by enabling automatic feature 8 
extraction, high detection accuracy, and scalable analysis of large security datasets. 9 
Architectures such as CNNs, LSTMs, and Autoencoders have significantly improved 10 
malware detection, intrusion detection, anomaly detection, and behavioral analytics. 11 
Deep Learning-Based Intrusion Detection Systems (DL-IDSs) consistently 12 
outperform traditional Machine Learning methods on benchmark datasets such as 13 
NSL-KDD and CICIDS2017 [9]–[11]. Despite challenges related to explainability, 14 
computational cost, and large data requirements, Deep Learning remains a core 15 
technology in modern cyber defense. Its limitations in understanding unstructured text 16 
motivated the emergence of Large Language Models (LLMs) for cybersecurity 17 
reasoning and threat intelligence analysis. 18 
 19 
 20 
Large Language Models and Cybersecurity (LLMs) 21 
 22 
Introduction to Large Language Models 23 
 24 

Large Language Models (LLMs) have emerged as a transformative technology 25 
in cybersecurity by enabling systems to understand, generate, summarize, and reason 26 
over natural language [15]–[17]. Models such as GPT, Claude, Gemini, and Llama 27 
help analysts process threat intelligence, vulnerability reports, malware analyses, and 28 
incident documentation more efficiently. By providing contextual explanations and 29 
conversational assistance, LLMs improve analyst productivity and support Security 30 
Operations Center (SOC) operations. Consequently, LLMs have become key 31 
components of next-generation cyber defense ecosystems, as LLMs have also 32 
emerged as one of the most revolutionary developments in AI and cybersecurity in 33 
the past decade [15], [16], [26], [27]. 34 
 35 
 36 
  37 
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Evolution of LLMs in Cybersecurity 1 
 2 

Natural Language Processing (NLP) has long been used in cybersecurity for 3 
tasks such as spam filtering, phishing detection, and document classification. The 4 
introduction of Transformer architectures revolutionized language processing 5 
[15], leading to foundation models such as GPT-4, Claude, Gemini, and Llama 6 
[27]–[29]. In addition, the Transformer architectures in 2017 significantly improved 7 
contextual understanding and led to the development of Large Language Models 8 
(LLMs) capable of advanced reasoning and language generation [15]. The evolution 9 
of LLMs in cybersecurity can be categorized into three major phases.  Between 2018 10 
and 2021, LLM applications focused primarily on information retrieval and 11 
classification tasks such as security document classification, threat report categorization, 12 
vulnerability tagging, and knowledge management. From 2022 to 2024, capabilities 13 
expanded to generative security assistance, including threat intelligence summarization, 14 
vulnerability explanation, malware description generation, and security report creation. 15 
Since 2024, LLMs have evolved into cybersecurity reasoning systems integrated with 16 
autonomous agents, enabling applications such as SOC copilots, threat hunting 17 
assistants, vulnerability assessment agents, and autonomous incident analysis. This 18 
progression reflects the transition from simple text-processing tools to intelligent 19 
decision-support systems capable of assisting cybersecurity operations and 20 
investigations. 21 

Several Large Language Models have emerged as leading platforms for 22 
cybersecurity applications. Models such as GPT-4, Claude, Gemini, and Llama have 23 
significantly expanded the capabilities of cybersecurity analytics and decision 24 
support systems [26]–[28]. GPT models are widely used for threat intelligence 25 
summarization, malware analysis, vulnerability assessment, incident response 26 
assistance, and security report generation due to their strong reasoning capabilities 27 
[16]. Claude excels at processing lengthy documents and maintaining contextual 28 
consistency, making it valuable for threat intelligence analysis, compliance reviews, 29 
and incident investigations. Gemini emphasizes multimodal reasoning and enterprise 30 
integration, supporting threat intelligence correlation, vulnerability analysis, and 31 
security operations workflows. Llama provides organizations with an open-source 32 
alternative that enables private deployment of cybersecurity-focused LLMs, making 33 
it particularly attractive for environments with strict privacy, compliance, and data 34 
sovereignty requirements [19]. 35 
 36 
Cybersecurity Applications of LLMs 37 
 38 

Large Language Models (LLMs) have significantly expanded cybersecurity 39 
capabilities across multiple domains. They support threat intelligence analysis by 40 
summarizing reports, extracting Indicators of Compromise (IOCs), correlating 41 
information, and mapping adversary activities to frameworks such as MITRE 42 
ATT&CK [16], [17]. LLMs also enhance Security Operations Centers (SOCs) 43 
through alert explanation, incident prioritization, and automated report generation. In 44 
vulnerability management and malware analysis, they assist by explaining 45 
vulnerabilities, assessing risks, interpreting malicious code behavior, and generating 46 
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analyst-ready summaries. Additionally, organizations increasingly leverage LLMs to 1 
develop personalized security awareness training, phishing simulations, and 2 
interactive cybersecurity education programs, improving both operational efficiency 3 
and workforce preparedness. 4 

 5 
Retrieval-Augmented Generation (RAG) 6 
 7 

Retrieval-Augmented Generation (RAG) is a significant advancement that 8 
enhances Large Language Models by combining their reasoning capabilities with 9 
external knowledge sources [16]. RAG also improves factual accuracy and reduces 10 
hallucinations by combining language models with external knowledge retrieval 11 
systems [30]. Unlike traditional LLMs that rely solely on training data, RAG enables 12 
access to real-time threat intelligence, organizational knowledge bases, and up-to-date 13 
cybersecurity information. This approach improves factual accuracy, reduces 14 
hallucinations, enhances explainability, and provides more reliable recommendations. 15 
As a result, many modern cybersecurity copilots and AI-assisted security platforms 16 
use RAG architectures to support threat analysis and decision-making. 17 
 18 
Strengths of LLMs for Cybersecurity 19 
 20 

Large Language Models offer several advantages for cybersecurity, including 21 
natural language understanding, contextual reasoning, knowledge integration, and 22 
enhanced human-AI interaction. They can process threat reports, security advisories, 23 
vulnerability disclosures, incident reports, and research papers while combining 24 
information from multiple sources such as threat intelligence feeds, vulnerability 25 
databases, and historical incidents. These capabilities enable more effective 26 
cybersecurity analysis, improve analyst productivity, and reduce workload through 27 
automated summarization, documentation, and reporting, allowing security 28 
professionals to focus on higher-level decision-making tasks. 29 
 30 
Limitations of LLMs 31 
 32 

Despite their significant advantages, Large Language Models face several 33 
important limitations. Hallucinations can generate plausible but incorrect 34 
cybersecurity information, potentially introducing errors into threat intelligence 35 
workflows [16]. LLMs are also vulnerable to prompt injection attacks, where 36 
malicious instructions manipulate model behavior. Because they rely on historical 37 
training data, LLMs may provide outdated or inaccurate cybersecurity knowledge. 38 
Additionally, processing sensitive security information through external LLM 39 
services can create privacy, confidentiality, and compliance concerns. Finally, the 40 
quality and reliability of LLM outputs depend heavily on prompt design, making 41 
effective prompt engineering essential for accurate cybersecurity analysis. 42 
  43 
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Comparison with Previous Data Science Approaches 1 
 2 
Table V-1. Comparison of LLMs with Previous Methodologies 3 

Feature Statistical 
Analytics 

Machine 
Learning 

Deep 
Learning 

LLM
s 

Natural Language 
Understanding No No Limited Excell

ent 

Threat Intelligence 
Analysis Limited Limited Moderate Excell

ent 

Explainability High Moderate Low Moder
ate 

Human Interaction Limited Limited Limited Excell
ent 

Contextual Reasoning Low Moderate Moderate High 

SOC Assistance Limited Limited Moderate Excell
ent 

 4 
The table V-1 illustrates that LLMs introduce capabilities largely absent from 5 

previous generations of cybersecurity analytics. 6 
 7 
Future Research Directions 8 
 9 

Several promising research directions are emerging for Large Language Models 10 
in cybersecurity. Domain-specific cybersecurity LLMs may outperform general-11 
purpose models by leveraging specialized training data [16]. Improving explainability 12 
and transparency remains a critical challenge for broader adoption. Research on GNN–13 
LLM fusion seeks to combine graph-based reasoning with natural language 14 
understanding to enhance threat intelligence correlation, attack-path analysis, adversary 15 
tracking, and vulnerability prioritization [21]. Additionally, LLMs are increasingly 16 
being integrated into Agentic AI systems as reasoning engines that support autonomous 17 
investigation, planning, and response [22], [23]. These advances may ultimately enable 18 
Autonomous Security Operations Centers capable of coordinating multiple AI agents 19 
and cybersecurity tools with minimal human intervention. 20 
 21 
Summary 22 
 23 

Large Language Models have significantly transformed cybersecurity by 24 
enabling advanced language understanding, contextual reasoning, and automated 25 
knowledge extraction. They are widely used for threat intelligence analysis, malware 26 
investigation, vulnerability management, and Security Operations Center (SOC) 27 
assistance, improving both analyst productivity and decision-making [16], [17]. 28 
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Although challenges such as hallucinations, prompt injection attacks, privacy 1 
concerns, and knowledge reliability remain, advances in Retrieval-Augmented 2 
Generation (RAG), cybersecurity-specific models, and Agentic AI integration 3 
continue to enhance their effectiveness. As cybersecurity increasingly depends on 4 
unstructured information, LLMs are expected to become core components of next-5 
generation cyber defense platforms and autonomous security operations. 6 
 7 
 8 
Graph Neural Networks for Cybersecurity (GNNs) 9 
 10 
Introduction 11 
 12 

As cyber environments become increasingly interconnected, traditional 13 
cybersecurity analytics often struggle to capture the complex relationships among 14 
users, devices, applications, vulnerabilities, and threat actors. Graph Neural Networks 15 
(GNNs) address this challenge by learning directly from graph structures that 16 
represent network topologies, communication flows, attack paths, and threat 17 
intelligence relationships [12]–[14]. Unlike traditional Machine Learning, Deep 18 
Learning, and Large Language Models, GNNs explicitly model interactions among 19 
connected entities, making them highly effective for Advanced Persistent Threat 20 
(APT) detection, lateral movement analysis, attack-path modeling, and threat 21 
intelligence correlation. As cyberattacks increasingly involve sequences of 22 
interconnected activities, GNNs are emerging as a critical technology for next-23 
generation cybersecurity systems [14], [20]. 24 
 25 
Graph Representation Learning 26 
 27 

Graph Representation Learning forms the foundation of Graph Neural Networks 28 
by transforming graph entities into low-dimensional vector representations that 29 
preserve structural and relational information. In cybersecurity, graphs typically 30 
consist of nodes representing users, devices, servers, applications, domains, IP 31 
addresses, malware families, and threat actors, while edges represent relationships 32 
such as network communications, authentication events, file transfers, and threat 33 
intelligence associations. This approach enables cybersecurity systems to capture both 34 
individual entity characteristics and the relationships among connected entities, 35 
providing valuable context for threat detection and analysis. 36 
 37 
Graph Convolutional Networks (GCNs) 38 
 39 

Graph Convolutional Networks (GCNs), introduced by Kipf and Welling [12], 40 
are among the most influential GNN architectures. Unlike traditional neural networks 41 
that analyze independent observations, GCNs aggregate information from 42 
neighboring nodes through iterative message passing, allowing each node to learn 43 
increasingly rich contextual representations. In cybersecurity, GCNs have been 44 
successfully applied to intrusion detection, malware detection, insider threat analysis, 45 
network traffic classification, and Advanced Persistent Threat (APT) detection. 46 
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Research shows that GCNs can uncover hidden attack relationships often missed by 1 
traditional Machine Learning and Deep Learning approaches [14]. 2 
 3 
GraphSAGE 4 
 5 

Although GCNs achieve strong performance, they face scalability challenges 6 
when applied to large enterprise networks. GraphSAGE, introduced by Hamilton et 7 
al. [13], addresses this limitation by sampling neighborhoods rather than processing 8 
entire graphs. This approach improves scalability, supports inductive learning, 9 
handles previously unseen nodes, and reduces computational requirements. In 10 
cybersecurity, GraphSAGE has been applied to dynamic threat detection, large-scale 11 
enterprise monitoring, threat intelligence correlation, and user behavior analytics, 12 
making it well-suited for continuously evolving cyber environments. 13 
 14 
Advanced Persistent Threat (APT) Detection 15 
 16 

Advanced Persistent Threats are among the most sophisticated cyberattacks, 17 
often involving multiple stages including initial compromise, privilege escalation, 18 
lateral movement, persistence, and data exfiltration. Traditional detection systems 19 
frequently analyze these stages independently, making it difficult to identify the 20 
broader attack campaign. GNNs address this challenge by modeling attack activities 21 
as interconnected graphs, allowing analysts to examine entire attack paths rather than 22 
isolated events. Research indicates that GNNs significantly improve APT detection 23 
accuracy by capturing relationships among attack stages and identifying patterns that 24 
would otherwise remain hidden [14]. 25 
 26 
Lateral Movement Detection 27 
 28 

Lateral movement is a critical stage of many cyberattacks in which adversaries 29 
move across systems after gaining initial access. Examples include credential theft, 30 
Remote Desktop Protocol (RDP) abuse, Pass-the-Hash attacks, and internal 31 
reconnaissance. Because these activities involve relationships among users, devices, 32 
and authentication paths, graph-based analysis is particularly effective. GNNs can 33 
model privilege escalation chains, user-to-device relationships, and network 34 
communications, enabling earlier detection of suspicious movement patterns before 35 
attackers reach critical assets. 36 
 37 
Threat Intelligence Correlation 38 
 39 

Threat intelligence data is often collected from multiple sources, including 40 
security vendors, government agencies, open-source intelligence feeds, and internal 41 
security teams. Correlating information across these sources is challenging but 42 
essential for effective cyber defense. GNNs support threat intelligence fusion by 43 
representing entities such as threat actors, malware families, domains, IP addresses, 44 
vulnerabilities, and exploits as interconnected graph structures. Through graph 45 
analysis, GNNs can uncover hidden relationships among threat indicators, improve 46 
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attribution efforts, and enhance situational awareness and threat prediction capabilities 1 
[14]. 2 
 3 
Dynamic Graph Challenges 4 
 5 

Despite their advantages, GNNs face challenges related to the dynamic nature of 6 
cybersecurity environments. Networks continuously evolve as new devices are added, 7 
users change roles, services are deployed, and threat actors modify tactics. Static 8 
graph models can quickly become outdated under these conditions. Dynamic Graph 9 
Neural Networks seek to address this issue by continuously updating graph 10 
representations over time; however, maintaining accurate and efficient 11 
representations of rapidly changing cyber environments remains an active area of 12 
research. 13 
 14 
Scalability Limitations 15 
 16 

Scalability remains one of the primary obstacles to widespread GNN adoption in 17 
cybersecurity. Large organizations may contain millions of devices, billions of 18 
connections, and continuously evolving authentication and communication graphs. 19 
As the graph size increases, challenges related to memory consumption, training 20 
complexity, graph sampling overhead, and real-time processing become more 21 
significant. Although architectures such as GraphSAGE improve scalability, 22 
researchers continue exploring distributed GNN architectures, graph compression 23 
techniques, incremental learning methods, and real-time graph analytics to support 24 
enterprise-scale cybersecurity deployments. 25 
 26 
Strengths and Limitations of GNNs 27 
 28 

Graph Neural Networks offer several important advantages, including 29 
relationship-aware threat detection, attack-path modeling, improved APT detection, 30 
enhanced lateral movement analysis, threat intelligence fusion, and contextual 31 
reasoning. These capabilities enable cybersecurity systems to model complex 32 
interactions among entities more effectively than traditional ML, DL, and LLM 33 
approaches. However, GNNs also face challenges related to scalability, dynamic 34 
graph complexity, computational requirements, explainability, and deployment 35 
complexity, all of which remain active research areas. 36 
 37 
Summary 38 
 39 

Graph Neural Networks represent a major advancement in cybersecurity 40 
analytics by enabling AI systems to learn directly from graph structures and exploit 41 
relationships among cybersecurity entities. Through graph representation learning, 42 
GCNs, and GraphSAGE architectures, GNNs have demonstrated strong performance 43 
in APT detection, lateral movement analysis, insider threat detection, and threat 44 
intelligence correlation. Although challenges related to scalability, dynamic graph 45 
management, and explainability remain, GNNs are increasingly viewed as 46 
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foundational technologies for next-generation cyber defense systems. Furthermore, 1 
emerging research suggests that integrating GNNs with Large Language Models may 2 
further enhance cyber threat prediction, reasoning, and autonomous security 3 
operations. 4 
 5 
 6 
Agentic AI for Cybersecurity 7 
 8 
Introduction 9 
 10 

The rapid evolution of Artificial Intelligence has led to the emergence of Agentic 11 
AI, one of the most significant developments in modern cybersecurity. While 12 
Machine Learning, Deep Learning, Large Language Models (LLMs), and Graph 13 
Neural Networks (GNNs) have dramatically improved threat detection and cyber 14 
analytics, most existing AI systems remain fundamentally reactive. They can classify, 15 
predict, summarize, or recommend actions, but typically require human intervention 16 
to execute decisions. Agentic AI extends these capabilities by introducing 17 
autonomous reasoning, planning, memory, tool utilization, and decision-making. 18 
Rather than simply generating outputs, Agentic AI systems can pursue objectives, 19 
perform multi-step tasks, interact with external systems, and adapt their behavior 20 
based on changing environmental conditions [22].  In cybersecurity, Agentic AI 21 
represents a paradigm shift from AI-assisted security toward autonomous cyber 22 
defense. Agentic systems are increasingly capable of conducting threat hunting, 23 
malware analysis, incident investigation, vulnerability assessment, and automated 24 
response with minimal human intervention. These capabilities position Agentic AI as 25 
a foundational technology for future Autonomous Security Operations Centers 26 
(SOCs) and self-healing cyber defense ecosystems [23]. 27 
 28 
What Is Agentic AI? 29 
 30 

Agentic AI refers to Artificial Intelligence systems that can autonomously pursue 31 
goals through iterative cycles of perception, reasoning, planning, action, and learning 32 
[31], [35]. Unlike traditional AI systems that generate a single response, Agentic AI 33 
continuously evaluates its environment and adapts its behavior. In cybersecurity, these 34 
agents can monitor networks, investigate suspicious activities, correlate threat 35 
intelligence, and recommend mitigation actions with minimal human supervision. 36 
 37 
Core Components of Agentic AI 38 
 39 

Agentic AI is built upon four key capabilities: reasoning, planning, memory, and 40 
tool utilization. Reasoning enables agents to analyze problems and make informed 41 
decisions, while planning transforms objectives into actionable workflows. Memory 42 
allows agents to retain historical knowledge, previous investigations, and learned 43 
procedures. Modern Agentic AI architectures often leverage Large Language Models 44 
as reasoning engines while incorporating planning, memory, and tool usage 45 
capabilities [31], [32]. Tool utilization extends agent capabilities by enabling 46 
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interaction with SIEM platforms, vulnerability scanners, threat intelligence feeds, 1 
malware sandboxes, and other cybersecurity technologies. 2 
 3 
Agentic AI Architectures 4 
 5 

Several architectures support Agentic AI systems. The ReAct (Reasoning + 6 
Acting) framework combines reasoning and action in continuous cycles that allow 7 
agents to adapt to evolving situations [30]. Multi-agent architectures further enhance 8 
capabilities by enabling specialized agents, such as threat hunting, malware analysis, 9 
vulnerability assessment, and incident response agents, to collaborate and achieve 10 
broader cybersecurity objectives [34]. 11 
 12 
Agentic AI Applications in Cybersecurity 13 
 14 

Agentic AI is transforming cybersecurity through autonomous threat hunting, 15 
SOC automation, malware analysis, and vulnerability management. These systems 16 
can analyze logs, detect anomalies, correlate indicators of compromise, assess 17 
vulnerabilities, and generate investigation reports. Within Security Operations 18 
Centers, Agentic AI supports alert triage, incident prioritization, response 19 
recommendations, and automated investigations, significantly improving operational 20 
efficiency and reducing analyst workload [23]. 21 
 22 
Security Vulnerabilities of Agentic AI 23 
 24 

While Agentic AI offers significant benefits, it also introduces new security risks. 25 
Prompt injection attacks may manipulate agent behavior through malicious 26 
instructions, while compromised external tools and data sources can influence 27 
decision-making [33], [35]. Persistent memory creates opportunities for memory 28 
poisoning attacks, and agents may generate hallucinated actions based on incorrect 29 
reasoning. These challenges highlight the importance of robust security controls and 30 
governance mechanisms. 31 
 32 
When Agents Handle Secrets 33 
 34 

A growing concern involves agents accessing sensitive information such as 35 
credentials, API keys, authentication tokens, and confidential documents. Research 36 
by Forough et al. highlights the risks associated with autonomous systems handling 37 
privileged information and emphasizes the need for secure memory architectures, 38 
confidential computing environments, and strong access-control mechanisms to 39 
protect sensitive assets [24]. 40 
 41 
Agentic AI Security Operations Centers 42 
 43 

One of the most promising applications of Agentic AI is the development of 44 
Autonomous Security Operations Centers. These systems can automate alert triage, 45 
threat intelligence enrichment, malware analysis, incident investigation, report 46 



2026-7354-AJS-SFW – 25 JUN 2026 
 

22 

generation, and response orchestration. Benefits include faster investigations, 1 
improved consistency, enhanced scalability, and reduced analyst fatigue, representing 2 
a major step toward autonomous cyber defense. 3 
 4 
Future Research Directions 5 
 6 

Future research is expected to focus on explainable Agentic AI, secure 7 
autonomous agents, and the integration of Large Language Models and Graph Neural 8 
Networks [21], [34], [35]. Combining graph reasoning, natural language 9 
understanding, external tools, and persistent memory may create more capable cyber 10 
defense platforms. Researchers are also exploring self-healing cyber systems capable 11 
of detecting attacks, diagnosing problems, applying mitigations, and restoring 12 
services with minimal human intervention. 13 
 14 
Strengths and Limitations 15 
 16 

Agentic AI offers numerous advantages, including autonomous decision-17 
making, multi-step reasoning, tool integration, threat hunting automation, SOC 18 
automation, and reduced analyst workload. However, challenges remain, including 19 
prompt injection attacks, memory poisoning, hallucinated actions, governance 20 
concerns, explainability limitations, and broader security vulnerabilities that must be 21 
addressed before large-scale deployment. 22 
 23 
Summary 24 
 25 

Agentic AI represents the next major evolution of cybersecurity analytics by 26 
combining reasoning, planning, memory, and tool utilization into autonomous 27 
systems capable of investigating and responding to cyber threats. Applications 28 
ranging from threat hunting and malware analysis to SOC automation demonstrate 29 
their significant potential. Although challenges related to security, trust, and 30 
governance remain, Agentic AI is expected to play a central role in future 31 
Autonomous Security Operations Centers and self-healing cyber defense ecosystems. 32 
The next section presents a comparative analysis of Statistical Analytics, Machine 33 
Learning, Deep Learning, Large Language Models, Graph Neural Networks, and 34 
Agentic AI. 35 
 36 
 37 
Comparative Data Science Analysis for Cybersecurity 38 
 39 
Introduction 40 
 41 

The evolution of cybersecurity analytics has been driven by the increasing 42 
sophistication of cyber threats and the growing volume of security data generated by 43 
modern organizations. From early statistical anomaly detection systems to emerging 44 
Agentic AI platforms, each generation of data science methodologies has introduced 45 
new capabilities while addressing limitations of previous approaches. Understanding 46 
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the relative strengths, weaknesses, scalability, explainability, and autonomy of these 1 
technologies is essential for selecting appropriate cybersecurity solutions and 2 
identifying future research opportunities. This section presents a comparative analysis 3 
of six major cybersecurity analytics paradigms: Statistical Analytics, Machine 4 
Learning, Deep Learning, Graph Neural Networks (GNNs), Large Language Models 5 
(LLMs), and Agentic AI. 6 
 7 
Evolution of Cybersecurity Analytics 8 
 9 

The evolution of data science methodologies for cybersecurity, shown in Table 10 
II-1, demonstrates a clear progression toward increasing intelligence and automation. 11 
Early cybersecurity systems focused primarily on detecting anomalies through 12 
statistical analysis. Machine Learning improved predictive capabilities through 13 
pattern recognition, while Deep Learning enabled automatic feature extraction. More 14 
recently, GNNs introduced graph-based reasoning, LLMs enabled contextual 15 
language understanding, and Agentic AI added autonomous planning and execution 16 
capabilities. This progression reflects the industry’s movement from reactive 17 
detection toward proactive and autonomous cyber defense [22]–[24]. 18 
 19 
Strengths Comparison 20 
 21 
Table VIII-1. Strengths Comparison 22 

Methodology Major Strength 

Statistical Analytics Simplicity and Interpretability 

Machine Learning Effective Classification 

Deep Learning Automatic Feature Learning 

GNNs Relationship Awareness 

LLMs Natural Language Understanding 

Agentic AI Autonomous Reasoning and Action 

 23 
Each methodology contributes unique strengths. Statistical Analytics remains 24 

valuable because security analysts can easily interpret alerts and understand decision 25 
logic. Machine Learning significantly improves classification accuracy compared 26 
with manually defined rules. Deep Learning reduces dependence on feature 27 
engineering by automatically discovering relevant patterns. GNNs excel at identifying 28 
relationships among users, devices, servers, and threat actors, while LLMs provide 29 
contextual understanding of unstructured cybersecurity information. Agentic AI 30 
extends these capabilities further by autonomously reasoning, planning, and executing 31 
cybersecurity tasks. No single methodology is universally superior. Rather, each 32 
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addresses different dimensions of cybersecurity analytics and contributes 1 
complementary capabilities [22]–[24]. 2 
 3 
Limitations Comparison 4 
 5 
Table VIII-2. Limitations Comparison 6 

Methodology Major Limitation 

Statistical Analytics High False Positives 

Machine Learning Feature Engineering 

Deep Learning Explainability 

GNNs Scalability 

LLMs Hallucinations 

Agentic AI Governance and Security Risks 

 7 
The limitations shown in Table VIII-2 reveal why cybersecurity analytics have 8 

continued to evolve. Statistical approaches frequently generate excessive false alarms, 9 
while Machine Learning often requires carefully engineered features and labeled 10 
datasets. Deep Learning improves detection accuracy but sacrifices interpretability. 11 
GNNs introduce powerful relationship modeling but face scalability challenges when 12 
applied to enterprise-scale networks. LLMs can hallucinate information and remain 13 
vulnerable to prompt injection attacks. Agentic AI introduces entirely new challenges 14 
involving trust, governance, memory poisoning, and autonomous decision-making 15 
[22]–[24]. 16 

Future research must focus on mitigating these limitations while preserving the 17 
strengths of each methodology. 18 

 19 
Threat Detection Capability Comparison 20 
 21 
Table VIII-3. Threat Detection Capability Comparison 22 

Methodology Detection Capability 

Statistical Analytics Low 

Machine Learning Moderate 

Deep Learning High 

GNNs Very High 

LLMs High 
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Methodology Detection Capability 

Agentic AI Very High 

 1 
Traditional Statistical Analytics remains effective for identifying simple 2 

anomalies but struggles against sophisticated attacks. Machine Learning significantly 3 
improves detection performance through learned classifications. Deep Learning 4 
further enhances detection by identifying complex behavioral patterns and nonlinear 5 
relationships. GNNs demonstrate particularly strong performance in Advanced 6 
Persistent Threat (APT) detection and lateral movement analysis because they 7 
explicitly model relationships among cybersecurity entities. LLMs contribute by 8 
analyzing threat intelligence and contextual information, while Agentic AI combines 9 
multiple technologies to achieve comprehensive threat detection capabilities [22]–10 
[24]. 11 
 12 
Figure VIII-1. Relative Threat Detection Capability 13 

 14 
 15 
The figure illustrates the increasing ability of AI-driven systems to detect 16 

sophisticated cyber threats as analytical capabilities evolve. 17 
 18 
Explainability Comparison 19 
 20 
Table VIII-4. Explainability Comparison 21 

Methodology Explainability 

Statistical Analytics Excellent 

Machine Learning Good 

Deep Learning Low 

GNNs Low 

LLMs Moderate 

Agentic AI Moderate 
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Explainability is critical in cybersecurity because analysts must understand why 1 
alerts and recommendations are generated. Statistical Analytics and Machine 2 
Learning provide greater transparency, while Deep Learning and Graph Neural 3 
Networks are often difficult to interpret. Although Large Language Models can 4 
generate explanations, their reasoning may not always be reliable. Improving 5 
explainability remains a key challenge for future AI-driven cybersecurity systems 6 
[22]–[24]. 7 
 8 
Scalability Comparison 9 
 10 
Table VIII-5. Scalability Comparison 11 

Methodology Scalability 

Statistical Analytics High 

Machine Learning Moderate 

Deep Learning High 

GNNs Moderate 

LLMs Moderate 

Agentic AI Moderate 

 12 
Scalability is essential because modern organizations generate massive volumes 13 

of security data. Statistical Analytics and Deep Learning scale effectively, while 14 
GNNs face challenges with large and dynamic graph structures. LLMs and Agentic 15 
AI require significant computational resources due to reasoning, memory, and tool 16 
interactions. Future cyber defense systems will increasingly rely on distributed and 17 
cloud-native AI architectures to support large-scale operations [22]–[24]. 18 
 19 
Autonomy Comparison 20 
 21 

Table VIII-6. Autonomy Comparison 22 

Methodology Autonomy Level 

Statistical Analytics None 

Machine Learning Low 

Deep Learning Low 

GNNs Low 



2026-7354-AJS-SFW – 25 JUN 2026 
 

27 

Methodology Autonomy Level 

LLMs Moderate 

Agentic AI Very High 

 1 
The most significant trend in cybersecurity analytics is the movement toward 2 

autonomous systems. Statistical Analytics, Machine Learning, Deep Learning, and 3 
GNNs primarily provide analytical outputs that require human interpretation and action.  4 
LLMs introduce conversational assistance and limited reasoning capabilities. However, 5 
Agentic AI fundamentally changes the cybersecurity paradigm by enabling systems to 6 
independently plan, investigate, correlate evidence, and execute actions [22]–[24]. 7 
 8 
Figure VIII-2. Relative Autonomy of Cybersecurity Technologies 9 

 10 
 11 

The increasing autonomy represented in Figure VIII-2 reflects the industry’s 12 
transition toward autonomous Security Operations Centers and self-healing cyber 13 
defense ecosystems. 14 
 15 
Future Research Comparison 16 
 17 
Table VIII-7. Future Research Directions 18 

Research Area Expected Impact 

GNN + LLM Fusion Enhanced Threat Prediction 

Agentic AI SOCs Autonomous Security Operations 

Autonomous Malware Analysis Faster Incident Response 

Explainable Agentic AI Improved Trust and Transparency 

Confidential Agentic AI Secure Handling of Secrets 

Graph-Enhanced Multi-Agent Defense Coordinated Cyber Defense 

Self-Healing Cyber Systems Automated Detection and Recovery 
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Future cybersecurity research is increasingly focused on combining multiple AI 1 
technologies rather than relying on a single approach. Promising areas include GNN-2 
LLM fusion, Agentic AI Security Operations Centers, and explainable autonomous 3 
systems. These advances may ultimately enable secure, self-healing cyber 4 
infrastructures capable of detecting, analyzing, and responding to threats with 5 
minimal human intervention. 6 
 7 
Summary 8 
 9 

The comparative analysis highlights the evolution of cybersecurity analytics 10 
from traditional statistical methods to advanced autonomous AI systems. While 11 
Machine Learning and Deep Learning improve detection accuracy and automation, 12 
GNNs provide relationship-aware threat analysis, and LLMs enable natural language 13 
reasoning. Agentic AI represents the most advanced approach by combining 14 
reasoning, planning, memory, and tool integration. Future cyber defense systems will 15 
likely integrate these technologies into hybrid architectures that provide intelligent, 16 
scalable, and autonomous cybersecurity capabilities. 17 
 18 
 19 
Future Research Directions 20 
 21 
Introduction 22 
 23 

The rapid evolution of Artificial Intelligence (AI), Machine Learning (ML), 24 
Deep Learning (DL), Graph Neural Networks (GNNs), Large Language Models 25 
(LLMs), and Agentic AI is fundamentally transforming cybersecurity. While current 26 
cybersecurity systems have achieved significant advances in threat detection, 27 
vulnerability assessment, malware analysis, and incident response, future cyber 28 
defense environments will require higher levels of intelligence, adaptability, autonomy, 29 
explainability, and resilience. Cyber adversaries are increasingly employing AI-driven 30 
attack techniques, automated reconnaissance tools, advanced malware, and 31 
sophisticated social engineering campaigns. Consequently, future cybersecurity 32 
solutions must evolve beyond reactive defense mechanisms toward proactive and 33 
autonomous systems capable of predicting, detecting, responding to, and recovering 34 
from cyberattacks with minimal human intervention. Several emerging research 35 
directions have the potential to redefine cybersecurity over the next decade. These 36 
include GNN–LLM fusion architectures, Agentic AI Security Operations Centers 37 
(SOCs), autonomous malware analysis platforms, explainable cybersecurity AI, self-38 
healing cyber infrastructures, confidential computing environments, and graph-39 
enhanced multi-agent cyber defense systems. 40 
 41 
GNN-LLM Fusion for Cybersecurity 42 
 43 

Graph Neural Networks (GNNs) and Large Language Models (LLMs) offer 44 
complementary capabilities for cybersecurity. GNNs excel at modeling relationships 45 
among users, devices, applications, domains, and threat actors, while LLMs provide 46 
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natural language understanding and contextual reasoning. Future GNN–LLM fusion 1 
architectures may improve cyberattack prediction, threat intelligence correlation, 2 
attack-path analysis, and vulnerability prioritization by combining graph reasoning 3 
with language-based explanations and decision support [21]. 4 
 5 
Agentic AI Security Operations Centers 6 
 7 

Agentic AI has the potential to transform Security Operations Centers (SOCs) by 8 
automating alert triage, threat hunting, malware analysis, incident investigation, and 9 
response orchestration [22], [23]. These autonomous systems may significantly 10 
reduce Mean Time to Detect (MTTD) and Mean Time to Respond (MTTR) while 11 
improving analyst productivity and operational scalability. Future research should 12 
focus on human-in-the-loop architectures that balance autonomy with oversight and 13 
accountability. 14 
 15 
Autonomous Malware Analysis 16 
 17 

Malware analysis remains a resource-intensive cybersecurity task. Agentic AI 18 
systems can automate malware execution, behavioral observation, IOC extraction, 19 
threat intelligence correlation, and report generation. Future platforms may integrate 20 
LLM reasoning and autonomous planning to create highly efficient malware 21 
investigation ecosystems capable of accelerating incident response and threat 22 
attribution. 23 
 24 
Explainable AI for Cybersecurity 25 
 26 

As AI systems gain greater autonomy, explainability becomes increasingly 27 
important. Security analysts must understand why alerts, classifications, and 28 
remediation actions are generated. Future Explainable AI (XAI) research will focus 29 
on interpretable Deep Learning models, explainable GNNs, transparent LLMs, and 30 
auditable Agentic AI workflows to improve trust and adoption of autonomous 31 
cybersecurity systems. 32 
 33 
Self-Healing Cyber Systems 34 
 35 

Self-healing cyber systems represent one of the most ambitious goals of 36 
cybersecurity research. These systems aim to automatically detect attacks, diagnose 37 
root causes, apply corrective actions, verify recovery, and restore normal operations 38 
without human intervention. By combining Deep Learning, GNNs, LLMs, and 39 
Agentic AI, future self-healing architectures may provide adaptive and resilient cyber 40 
defense capabilities. 41 
 42 
Confidential Computing for AI-Driven Cybersecurity 43 
 44 

As AI systems increasingly process sensitive security information, protecting 45 
data, memory, and communications becomes critical. Confidential Computing 46 
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provides hardware-based protection for AI workloads, reducing risks associated with 1 
credentials, authentication tokens, security logs, and threat intelligence [24]. Future 2 
research will explore integrating confidential computing with Agentic AI, LLMs, and 3 
autonomous SOCs to improve trust, privacy, and security. 4 
 5 
Graph-Enhanced Multi-Agent Cyber Defense 6 
 7 

Future cybersecurity ecosystems are expected to employ multiple specialized AI 8 
agents collaborating across threat hunting, malware analysis, vulnerability 9 
management, incident response, and threat intelligence functions. By leveraging 10 
GNNs for shared situational awareness and coordinated decision-making, graph-11 
enhanced multi-agent systems may improve threat correlation, attack-path analysis, 12 
scalability, and resilience against complex cyber threats. 13 
 14 
Future Cybersecurity Ecosystem 15 
 16 

The future of cybersecurity will likely involve the convergence of Statistical 17 
Analytics, Machine Learning, Deep Learning, GNNs, LLMs, and Agentic AI into 18 
unified defense architectures. These platforms will combine graph reasoning, natural 19 
language understanding, autonomous planning, explainable decision-making, 20 
confidential computing, and multi-agent collaboration to deliver increasingly 21 
intelligent and autonomous cyber defense capabilities. 22 
 23 
Summary 24 
 25 

The next generation of cybersecurity systems will be shaped by the integration 26 
of GNNs, LLMs, Agentic AI, Explainable AI, and Confidential Computing. 27 
Advances in GNN–LLM fusion, autonomous SOCs, self-healing cyber systems, and 28 
graph-enhanced multi-agent architectures promise to improve threat detection, 29 
investigation, response, and resilience. Although significant technical and governance 30 
challenges remain, these technologies collectively represent the future of intelligent 31 
and autonomous cyber defense. 32 
 33 
Table IX-1. Evolution of Data Science Methodologies and Future Directions in 34 
Cybersecurity 35 

Methodology Approximate 
Time Period 

Key 
Technologies 

Key 
Contributions 

Future 
Directions 

Statistical 
Analytics 

1980s–1990s Statistical 
Models, 
Behavioral 
Profiling 

First anomaly-
based intrusion 
detection 
systems; 
established the 
foundation of 
cybersecurity 
analytics 

Machine 
Learning-
based 
detection 

Machine 
Learning 

1995–2015 Decision Trees, 
Random 

Automated 
classification 

Deep Learning 
and automated 
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Forests, SVMs, 
Clustering 

and prediction; 
improved 
detection 
accuracy over 
statistical 
methods 

feature 
learning 

Deep Learning 
(DL-IDS) 

2010–Present CNNs, RNNs, 
LSTMs, 
Autoencoders, 
Transformers 

Automated 
feature learning, 
malware 
detection, 
anomaly 
detection, and 
zero-day attack 
identification 

Explainable AI 
(XAI), GNNs, 
Agentic AI 

Large 
Language 
Models 
(LLMs) 

2022–Present Transformer-
Based 
Foundation 
Models 

Threat 
intelligence 
analysis, SOC 
assistance, cyber 
reasoning, 
incident 
summarization, 
and security 
automation 

RAG, GNN–
LLM Fusion, 
Agentic AI 

Graph Neural 
Networks 
(GNNs) 

2018–Present Graph 
Intelligence, 
Relational 
Learning, 
Graph 
Embeddings 

Graph-based 
threat modeling, 
attack-path 
analysis, lateral 
movement 
detection, APT 
detection, and 
threat correlation 

Explainable 
GNNs, 
Dynamic 
Graph 
Learning, 
LLM 
Integration 

Graph-Text 
Fusion 

2024–Present GNN + LLM 
Fusion 
Architectures 

Combines graph 
reasoning with 
language 
intelligence to 
improve cyber 
intelligence, 
threat prediction, 
and contextual 
understanding 

Autonomous 
SOCs, Agentic 
AI, Multi-
Agent Systems 

Agentic AI 2025–Present Autonomous 
AI Agents, 
Planning, 
Memory, Tool 
Use 

Autonomous 
reasoning, 
decision making, 
workflow 
orchestration, 
and adaptive 
cyber defense 

Multi-Agent 
Cyber Defense 
Systems, 
Autonomous 
SOCs 

Agentic AI 
Security 

2025–Present Secure Agent 
Architectures, 
Agent 

Agent runtime 
security, supply-
chain protection, 

Zero-Trust 
Agentic AI, 
Secure 
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Guardrails, 
Runtime 
Monitoring 

adversarial 
resilience, and 
threat taxonomy 
development 

Runtime 
Architectures 

Confidential 
Agentic AI 

2025–Present Confidential 
Computing, 
Trusted 
Execution 
Environments 
(TEEs), Secure 
Multi-Party 
Computing 

Protection of 
secrets, 
credentials, 
memory, and 
agent 
communications 
through trusted 
execution 
environments 

Trusted Multi-
Agent 
Systems, 
Privacy-
Preserving AI 

Autonomous 
Cyber Defense 
Ecosystems 

2027+ 
(Emerging 
Vision) 

GNNs + LLMs 
+ Agentic AI + 
Confidential 
Computing 

Fully 
autonomous, 
explainable, 
machine-speed 
cyber defense 
ecosystems 
capable of 
continuous 
monitoring, 
reasoning, and 
response 

Self-Healing 
Networks, 
Autonomous 
SOCs, 
Human–AI 
Collaborative 
Defense 

 1 
Table IX-1 illustrates the evolution of cybersecurity analytics from Statistical 2 

Analytics to emerging Autonomous Cyber Defense Ecosystems. Each generation has 3 
increased the level of intelligence, contextual awareness, and automation in cyber 4 
defense. While Deep Learning, LLMs, and GNNs have significantly improved 5 
detection, reasoning, and threat analysis, recent advances in Graph-Text Fusion and 6 
Agentic AI are enabling more autonomous security operations. The convergence of 7 
these technologies is expected to drive the development of explainable, secure, and 8 
self-healing cyber defense systems. 9 
 10 
Table IX-2. Comparative Capability Analysis of Data Science Methodologies for 11 
Cybersecurity 12 

Capability Statistical 
Analytics 

Machine 
Learning 

Deep 
Learnin

g 

LL
Ms 

GNN
s 

Agenti
c AI 

Threat Detection Low–
Medium Medium High High Very 

High 
Very 
High 

Complex Attack 
Detection Low Medium High High Very 

High 
Very 
High 

Zero-Day 
Detection Low Medium High Medi

um High Very 
High 
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Capability Statistical 
Analytics 

Machine 
Learning 

Deep 
Learnin

g 

LL
Ms 

GNN
s 

Agenti
c AI 

APT Detection Low Medium High High Very 
High 

Very 
High 

Attack Path 
Analysis No Limited Limited Medi

um 
Very 
High 

Very 
High 

Relationship 
Awareness No No Limited Limit

ed 
Very 
High 

Very 
High 

Threat 
Intelligence 
Analysis 

Low Medium Medium Very 
High 

Very 
High 

Very 
High 

Natural Language 
Understanding No No No Very 

High No Very 
High 

Cyber Reasoning Low Medium Medium High High Very 
High 

Multi-Step 
Reasoning No No No High Medi

um 
Very 
High 

Explainability Very High High Low High Medi
um 

Mediu
m–
High 

Automatic 
Feature Learning No Limited Very 

High 
Very 
High 

Very 
High 

Very 
High 

Performance on 
Small Datasets Very High High Low Medi

um 
Medi
um 

Mediu
m 

Big Data 
Scalability Medium High Very 

High High High High 

Tool Usage No No No Limit
ed No Very 

High 

Autonomous 
Investigation No No No Limit

ed 
Limit
ed 

Very 
High 

Autonomous 
Response No No No No No Very 

High 

Threat Hunting Low Medium High High Very 
High 

Very 
High 

SOC Automation Low Medium High High High Very 
High 
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Capability Statistical 
Analytics 

Machine 
Learning 

Deep 
Learnin

g 

LL
Ms 

GNN
s 

Agenti
c AI 

Multi-Agent 
Collaboration No No No No No Very 

High 

Human–AI 
Interaction Low Low Low Very 

High Low Very 
High 

 1 
Table IX-2 illustrates the evolution of cybersecurity analytics from traditional 2 

statistical methods to advanced AI-driven systems. While Statistical Analytics and 3 
Machine Learning provide strong interpretability and classification capabilities, Deep 4 
Learning improves detection accuracy through automated feature learning. More 5 
recent approaches, including Large Language Models and Graph Neural Networks, 6 
enable cyber reasoning, contextual understanding, and threat correlation. Agentic AI 7 
represents the most advanced stage, combining reasoning, planning, memory, and 8 
autonomous response capabilities to support future Autonomous Security Operations 9 
Centers and self-healing cyber defense ecosystems. 10 
 11 
 12 
Conclusion 13 
 14 

Cybersecurity continues to evolve in complexity, scale, and sophistication, 15 
requiring increasingly advanced analytical approaches to detect, prevent, and respond 16 
to cyber threats. This paper presented a comprehensive comparative analysis of six 17 
major data science methodologies applied to cybersecurity: Statistical Analytics, 18 
Machine Learning, Deep Learning, Large Language Models (LLMs), Graph Neural 19 
Networks (GNNs), and Agentic AI.  20 

The analysis demonstrated the progression of cybersecurity analytics from 21 
traditional rule-based and statistical techniques toward intelligent, autonomous, and 22 
AI-driven cyber defense systems. 23 

One of the primary contributions of this research is the development of a unified 24 
comparative framework that evaluates these methodologies across multiple 25 
dimensions, including threat detection, attack-path analysis, explainability, scalability, 26 
automation, and cyber reasoning capabilities. The findings show that Statistical 27 
Analytics and Machine Learning remain valuable for their interpretability, efficiency, 28 
and performance on smaller datasets, while Deep Learning significantly improves 29 
detection accuracy through automatic feature extraction and advanced pattern 30 
recognition. LLMs introduce natural language understanding and contextual 31 
reasoning, whereas GNNs provide powerful relationship-aware analysis for threat 32 
intelligence correlation, lateral movement detection, and Advanced Persistent Threat 33 
(APT) identification. Among all methodologies examined, Agentic AI demonstrates 34 
the most comprehensive capabilities by integrating reasoning, planning, memory, tool 35 
utilization, autonomous investigation, and response mechanisms. 36 

The comparative analysis further indicates that no single methodology is 37 
sufficient to address all cybersecurity challenges. Instead, future cyber defense 38 
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architectures will likely combine the strengths of multiple approaches, creating hybrid 1 
systems capable of leveraging statistical analysis, machine learning, graph 2 
intelligence, language understanding, and autonomous decision-making. This 3 
convergence represents a significant step toward intelligent and adaptive 4 
cybersecurity ecosystems. 5 

Several promising research directions emerge from this study. These include 6 
GNN–LLM fusion for enhanced cyber situational awareness, Agentic AI Security 7 
Operations Centers (SOCs), autonomous malware analysis, Explainable AI (XAI), 8 
confidential computing for AI-driven security, graph-enhanced multi-agent defense 9 
systems, and self-healing cyber infrastructures capable of autonomously detecting, 10 
analyzing, mitigating, and recovering from cyberattacks. These research areas offer 11 
significant opportunities for interdisciplinary collaboration among cybersecurity, 12 
artificial intelligence, data science, and software engineering researchers. 13 

Future work should focus on developing trustworthy, explainable, and secure 14 
autonomous cyber defense platforms while addressing challenges related to 15 
scalability, governance, privacy, and human oversight. As governments, industry, and 16 
funding agencies increasingly prioritize AI-enabled cybersecurity research, the 17 
integration of GNNs, LLMs, Agentic AI, and confidential computing technologies 18 
has the potential to transform the next generation of cyber defense systems. 19 
Ultimately, the evolution toward autonomous cybersecurity ecosystems may redefine 20 
how organizations protect critical infrastructures, digital assets, and information 21 
systems in an increasingly interconnected world.  22 
 23 
 24 
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